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LETTERS

History of the Tanker Statue
Dear ARMOR,

Throughout history, many noteworthy events
have been lost, which is what inspired me to
make note of the considerable efforts made by
armored force veterans to erect a statue of a
World War |l “tank soldier”

During World War |, the cavalryman lost his
horse in warfare and early tankers were often
mortally abused by engine heat, gas fumes,
and claustrophobic enclosure. During World
War Il, the cavalryman had his spirit and tradi-
tion transferred to the jeep and armored car.
The new tank soldier (U.S., German, British,
Russian, etc.) was an entirely different breed,
epitomizing modern mobile land warfare and
earning every ounce of the glorification he re-
ceived. The tanker shortened the war in Europe
by a year.

In 1972, at the conclusion of the “Main Battle
Tank Task Force” at Fort Knox, the ode to a
tanker resurfaced in the anticipation of the new
M1 tank. Lieutenant Colonel John Campbell, a
member of the task force, retired and became
the director of the Patton Museum. He quickly
learned that the Patton Museum Foundation
was not interested in sponsoring or providing
funds for a World War Il tanker statue; its prior-
ity was getting funds to build a new wing for
the museum.

For some years, John Campbell and others
lobbied for a sponsor. The statue was to be larg-
er-than-life at 10 to 12 feet in height. The “Buf-
falo soldier” statute, which sits at the front gate
of Fort Huachuca, Arizona, is a superb piece
of work. It was this style of work that was de-
sired, but the effort was abandoned in 1985.
The sad part of the story is that the armored
force should not be solely represented by the
cavalryman, “Old Bill,” but also by a tank crew-
man, who was usually dirty and greasy, wear-
ing a coveted tanker jacket and a football hel-
met with goggles.

This armor soldier deserved better recogni-
tion than he received. He was the backbone of
the combat arm of decision. | think that some
of the young fellows may not be aware of the
tank crews’ contribution to the success of the
U.S. Army’s Armored Force in combat during
World War II.

In 1992, after many years of anticipation, the
city of Radcliff, Kentucky, next to Fort Knox,
erected a monument at Radcliff City Hall — an
18-foot, gold-toned, tri-pointed Armor Branch
patch-shaped design — as a tribute to the ar-
mor soldier.

BURTON S. BOUDINOT
LTC, U.S. Army, Retired
(Born in the 8th U.S. Horse Cavalry)

A Horse by Any Other Name
Dismisses Critical Historical Facts

Dear ARMOR,

| read with interest Major Eric Duckworth’s
letter to the editor, “Focus on the Mission Not
Platform: A Horse by Any Other Name is a

Tank,” in the March-April 2011 edition of AR-
MOR. Major Duckworth seems to brashly make
the misinformed claim that, “it is difficult to find
an effective medium tank after 1960, as they
evolved into heavier main battle tanks.” | am
afraid that this statement is indicative of (most-
ly) younger folks who do not know or under-
stand recent past history and are sadly often
doomed to repeat it.

During the Vietnam War (from roughly 1965 to
1970), both the U.S. Army and Marine Corps
sported the M48 Patton medium gun tank. This
(for its time) amazing tank performed admira-
bly as both an offensive and defensive (putting
it in the modern day terminology) “weapons
platform.” Not only did the M48 rule the battle-
field for several decades on both sides of 1960,
but its brother medium gun tank, the M60 Pat-
ton, was deployed up to and during Operation
Desert Storm. Why the American military de-
cided to use these wonderful tanks as filler in
the offshore artificial reef system is beyond my
comprehension. Semper Fidelis!

JOHN WEAR
U.S. Marine Corps, Retired

Dear ARMOR,

With technology available in the fields of au-
tomation, optics, video, and electromechanical
servers, and the engineering wizards that ap-
ply this technology to feed and process mate-
rial, | have yet to see slave/fixed firing posi-
tion (FFP) remotely controlled weapons station
(RCWS) used on U.S. military vehicles. To clar-
ify, a slave RCWS is designed to follow the re-
mote gunner's movement; a FFP is similar to
the 30mm cannon on an Apache helicopter, but
capable of 360-degree fire.

Both of these weapons stations have much
to offer: they can be designed and mass pro-
duced to drop into any size vehicle; they can
have multiple gunners; the gunner’s remote lo-
cation is protected from exploding ordnance
and fire; turrets would have smaller, less vul-
nerable configurations; turrets have the capa-
bility to mount larger, as well as a variety of,
weapons, including aiming, vision, and detec-
tion devices; and heavy weapons (20-40mm

cannon, main gun, grenade launchers, etc.) can
be fired more accurately from fixed position,
power-assisted mounts. Keep in mind, howev-
er, that cannon and heavy main guns should
not compete for targets, and between the slave
FFP and RCWS designs, the FFP offers the
less complicated option.

Naturally, there are some problems, which in-
clude a requirement for the guns to have fea-
tures, such as the “chain” and “Gatling,” to clear
failed rounds; some protected access for vehi-
cle crew members; the possibility of the RCWS
having complicated weapons loading features
that may make reloading by hand difficult in a
field environment; and establishing if a person
in a fixed position can orient themselves to fire
in a 360-degree arc.

To address some of these concerns, possi-
ble configurations include a normal box or cu-
pola-type turret designed to elevate or depress
internally or externally mounted weapons; an
oscillating turret with internally or externally
mounted weapons; an oscillating pylon on the
top of the turret, which is level with the top of
the vehicle and equipped with externally mount-
ed weapons; and an oscillating turret with a
fixed pylon with externally mounted weapons.
Note that all ammo supply would be internal
from spindle/spool or tub/bin storage configu-
rations.

With the speed of today’s attacking aircraft, the
value of gun-type weapons for anti-aircraft de-
fense is both tactically and economically ques-
tionable. “Seeing” hand- or vehicle-launched
missiles are more promising; however, at least
one automatic weapon needs a high angle of
fire for urban combat.

There is a need in armor’s inventory for a sim-
ple, mass-produced, air-portable (16-18 feet),
3-crewed, tracked, heavily armored (30-35 ton)
vehicle on which a RCWS is most suited. An
engine front, crew center, or RCWS rear design
seems practical. To give this design “tank” val-
ue, it requires a bustle of select-mode, verti-
cally launched, fire-and-forget antitank/bunker-
buster/antihelicopter missiles in the 2,500-3,000
yard range, which have yet to be developed.

JEROME E. RANDA

ARMOR, the Professional Bulletin
of the Armor Branch, has
relocated to Fort Benning,
Georgia. Please check our
directory on Page 1 for
updated contact

information. o~

ABRMOR “Moves Out”
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COMMANDANT’S HATCH

BG Ted Martin
Commandant

U.S. Army Armor School

Reconnaissance Summit Update

“Army forces capable of combined-arms
maneuver and wide-area security opera-
tions are an essential component of the
Jjoint force’s ability to achieve or facili-
tate the achievement of strategic and pol-
icy goals.”

— General Martin E. Dempsey

The Armor School hosted its first annual
Maneuver Center of Excellence (MCoE)
Reconnaissance Summit at Fort Benning,
Georgia, from 6 to 8 April 2011. The con-
ference focused on examining current re-
connaissance organizations in our mod-
ular brigade combat teams (BCTs) and the
battlefield surveillance brigade (BfSB)
within the framework of the Army Op-
erating Concept (AOC), which guides re-
visions in Army doctrine, organization,
training, materiel, leadership and edu-
cation, personnel, and facilities (DOT-
MLPF). As AOC seeks to implement op-
erational adaptability, the key component
is the Army’s ability to simultaneously
execute multiple variations of operations,
such as conducting combined arms ma-
neuver (CAM) and wide-area security
(WAS), within the context of full-spec-
trum operations.

During the conference, we immersed re-
connaissance stakeholders in a series of
blended training vignettes executed in live
and gaming domains, which was accom-
plished through four reconnaissance-fo-
cused tactical vignettes, using Virtual Bat-
tle Space 2 (VBS2) and live role-players.
These interactive and immersive blended
training events were further enabled by
thought-provoking updates from AOC au-
thors, as well as updates from the Nation-
al Training Center (NTC) and Joint Read-
iness Training Center (JRTC), on the im-
plementation of full-spectrum rotations.
These updates provided the conceptual
framework to understand how the Army
expects to operate in the multiplayer en-
vironment of 2016-2028.

To further expand the focus of the discus-
sion, Reconnaissance Summit participants
were organized into four small groups and
aligned with specific modular BCT recon-
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naissance organizations and the BfSB.
Each distinct small group executed se-
lected WAS and CAM tactical vignettes.
At completion of each tactical vignette, a
senior leader from MCoE led a short fa-
cilitated discussion on DOTMLPF impli-
cations on current reconnaissance organi-
zations while conducting both CAM and
WAS missions. This subject naturally gen-
erated focused, professional discussion on
how to best adapt current reconnaissance
organizations to fully enable WAS and
CAM on future battlefields.

The summit produced invaluable ideas
that will collectively work together to pro-
vide a basis for continued institutional ad-
aptation across our Army. The functions
of DOTMLPF will greatly aid in how Ar-
my forces conduct operations to deter con-
flict, prevail in war, and succeed in a wide
range of contingencies in future operation-
al environments (OE). The Reconnaissance
Summit identified several gaps in current
capabilities required to ensure armor and
cavalry forces are capable of CAM and
WAS operations, as well as maintaining
preparedness for future hybrid threats:

Doctrine. Current reconnaissance doc-
trine fails to address the increased re-
quirement for air-ground integration, the
role of mission command, and the evolv-
ing role of traditional security operations
(screen, cover, guard) within the frame-
work of WAS and CAM.

Organization. Reconnaissance squad-
rons require more dismounted scouts,
which will provide the ability to extend
the network down to dismounted scout
teams and add more organic mortar capa-
bility to support distributed WAS oper-
ations.

Training. Training for WAS and CAM is
more complex than conventional training;
a higher level of proficiency is required
with digital systems and air-ground inte-
gration at troop level and below. Similar-
ly, our combined arms training strategies
require revision to ensure that we are ful-
ly leveraging the entire live, virtual, con-
structive, and gaming (L-V-C-G) training

domain to fully replicate the complexities
of future operational environments.

Materiel. There is a great deal of con-
cern about our scouts riding in up-armored
HMMW Vs; therefore, during the summit,
our working groups realized the need for
a dedicated light reconnaissance vehicle.
The group further identified the need to
continue developing L-V-C-G capabili-
ties, which uses avatars in an immersive
training situation to train complexities of
future battlefields.

Leadership and education. There is a
need to expand leader development to bet-
ter prepare leaders for the moral and eth-
ical challenges associated with reconnais-
sance during CAM and WAS. We must
adapt leader development models to more
effectively train junior reconnaissance
leaders by building a base of experience
necessary to transition seamlessly be-
tween WAS and CAM. We must integrate
and train mission command and opera-
tional adaptability as a function of leader
development.

Personnel and facilities. Although not
the focus of discussion during the recon-
naissance summit, an important emerging
insight is the interdependence between
skilled and qualified Soldiers and a scal-
able and immersive integrated training
environment (ITE) that replicates the am-
biguity and complexity of the future OE.
More than ever, a network of distributed
facilities and L-V-C-G training capabili-
ties is required to ensure the availability
of qualified Soldiers for future contingen-
cy operations.

We know the way ahead and will ensure
that our scouts are ready to tackle what-
ever threats the future holds.

Driver, move out!



From the Boresight Line:

Heavy Brigade Combat Team Gunnery
and the Future of Armor

by Sergeant First Class Beau W. Barker

The U.S. Army’s Field Manual (FM)
3-20.21, Heavy Brigade Combat Team
(HBCT) Gunnery, provides command-
ers the flexibility to tailor gunnery
training programs based on the unit’s
current mission-essential task lists
(METL) and future missions. Keep-
ing this in mind, the master gunner
is, and should be, the commander’s
right-hand man, advising and identi-
fying correct and incorrect applica-
tions regarding minimum proficiency
levels (MPLs), scenario difficulty, and
logical layout of the gunnery table.

There have been numerous questions and
comments about how the new HBCT gun-
nery manual differs from FM 3-20.12,
Tank Gunnery (Abrams), including likes
and dislikes, pros and cons, and threat-
based gunnery versus performance gun-
nery. Despite how anyone might feel
about the manual and its methodologies,
it will only improve through constructive
input. Below are some examples of ques-
tions and comments raised:

Gunner announces range to target. FM
3-20.21, HBCT Gunnery, requires the
gunner to announce the range to target,
which is identified or applied to an en-
gagement prior to the command of exe-
cution. “We’ve never done that before,” is
not the correct answer. Announcing the
range was specifically added to the con-
duct of fire for several reasons:

o [t allows the vehicle commander (VC)
to exercise the “fire and adjust” command
and maintain situational awareness dur-
ing the gunner’s engagement.

e [t ensures the gunner verifies the range
to target prior to firing, which is crucial
for both experienced and inexperienced
gunners. Although a figure of speech, too
many gunners take the adage “lase and
blaze” literally, thereby failing to proof
their ranges prior to firing, which results
in numerous first and subsequent misses.

e [t eliminates the requirement for the
VC to constantly look through his exten-
sion optic to validate a range to target pri-
or to giving the command to execute.

Timing of offensive engagements. The
main issue is between performance-based
gunnery (FM 3-20.12) and threat-based

gunnery (FM 3-20.21). Performance-
based gunnery allots the crew a designat-
ed amount of time to engage all targets
presented and results in either qualifica-
tion or nonqualification. Within threat-
based gunnery, the crew is allotted a cer-
tain amount of time for each individual
target, based on its capabilities, to hit and
destroy the platform that the crew is ma-
nipulating.

To better prepare inexperienced (due to
current operational tempo) armored crew-
men, they have been given the toughest
and fairest training to date. Threat-based
gunnery takes into consideration our ca-
pabilities of firepower and protection ver-
sus those of current top-of-the-line threat
armor, infantry fighting vehicles, unsta-
bilized antitank guided missiles (ATGM),
and dismounted personnel. The T-90U,
BMP-3, and most advanced ATGMs were
chosen as models on which to base scor-
ing matrices.

Mk 19 versus M240 versus M2HB tim-
ing standards. This methodology, select-
ed by the Maneuver Center of Excellence
(MCoE), was threat based and not per-
formance based. Master gunners must be
attentive of the weapons systems em-
ployed when developing gunnery scenar-
ios. Time of flight, range to target, prob-
ability of hit and kill, firing vehicle pos-
ture, and other MPLs must be taken into
account during development. This issue
can be resolved with additional master
gunner training, resourcing, development,
and mentorship throughout all levels. If
issues persist, request doctrinal assistance
through MCoE’s doctrine division.

Vehicle crew evaluator (VCE) support.
VCE support should be taken seriously.
To properly evaluate tank crew qualifica-

tion and remove any biases from sister
organizations, maximum efforts should be
made to seek external VCE support. Es-
tablishing any level of unit VCE scoring
standard, other than the Army standard,
is counterproductive to doctrinal require-
ments. All ‘interpretation issues’ should
be directed to the MCoE doctrine office
subject-matter experts for all doctrine-re-
lated gunnery issues.

To sustain and maintain the knowledge
passed on by our forebears, commanders
and master gunners should focus on the
current readiness of the armored force.
When we are gone who will pick up where
we left off? Does the soldier understand
the operation of the fire-control system
as he lases and pulls the trigger to achieve
a first round target hit; or will the soldier
who has no experience with the fire-con-
trol system wonder why he keeps miss-
ing targets? Do we increase our levels
of proficiency through tough, realistic
training; or do we stay within our com-
fort zone and toe the line with older stan-
dards? There are always minor issues with
any new publication, but all it takes is in-
put and collective thought to achieve a
better and more refined gunnery training
program.

There is much the commander and mas-
ter gunner can do with FM 3-20.21; how-
ever, the first step is to ensure that pub-
lished doctrine provides the most effec-
tive and realistic gunnery training pro-
gram for tank crews. Commanders and
master gunners can create their own sce-
narios, which can be as difficult or as sim-
ple as they desire. From the crew practice
course to the crew qualification course,
we mold our crews into the most lethal
armored fighting force in the world.

ARMOR >< May-June 2011
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INNOVATIVE APPROACHES

by Major Thomas Sills and First Lieutenant James Langlois

On 1 September 2010, United States Forces-Iraq (USF-I) transitioned to Operation New Dawn (New Dawn),
which officially marked the end of Operation Iraqi Freedom and combat operations by U.S. forces.! As a part
of New Dawn, approximately 50,000 U.S. troops remain in an advise, train, and assist (ATA) role to provide
support for Iraqi security forces (ISF). To support transition to stability operations, the U.S. Army developed
advise and assist brigades (AABs), which are built around the modular design of traditional brigade combat
teams.> However, they focus training on stability operations and are augmented with stability transition teams
(STTs). Consisting of more than 40 senior and experienced field grade officers and noncommissioned officers
(NCOs), STTs establish direct partnerships with Iraqi division-level organizations.?

On 18 October 2010, 4th Advise and Assist Brigade, 1st Cavalry Division (4/1 AAB), known as the “Long
Knife Brigade,” completed a relief in place/transition of authority with 2d Brigade Combat Team, 3d Infantry
Division, in Mosul, Iraq. The brigade assumed an area of operations (AO) encompassing the Iraqi Provinces




of Ninewa, Dahuk, and Erbil, which
covers more than 93,000 square ki-
lometers, to include 11 major cities
with more than 50,000 residents. Mo-
sul is the largest city in the brigade’s
AOQ, the capital of Ninewa province,
and Iraq’s third largest city of approx-
imately two-million inhabitants.* Mo-
sul is 400 kilometers north of Bagh-
dad and is divided by the Tigris Riv-
er.’ The Ninewa operations center, an
Iraqi corps-level command equiva-
lent, serves as a provincial command
and coordination facility between the
Iraqi army (IA), Iraqi police (IP), fed-
eral police, and Kurdish security forc-
es (KSF). The operations center’s ma-
jor subordinate organizations include
the 2d and 3d IA Divisions, the 3d
Federal Police Division, and Ninewa
directorate of police. The 2d TA Di-
vision’s AO includes the eastern half

Maintenance

First aid techniques
Drill and ceremony

Principles of patrol

Traditional Iraqi Training Center

Basic marksmanship

Room clearance procedures
Traffic checkpoint procedures

Ghuzlani Warrior Training Center

Fundamentals of the offense
Fundamentals of the defense
Platoon, company, and battalion battle drills

Establish an aid station

Scout/sniper techniques
Mortar/ground integration

Battalion staff development
Concurrent field sustainment activities

new efforts became known as “Op-
eration Al Tadreeb Al Shamil” (all
inclusive training). The new IGFC di-
rective incorporates basic skills with
more complex maneuver training.
Further, the order directs that IA
battalion exercises include addition-
al training for its support elements.
This new approach represents a sig-
nificant shift from past training events
that focused on basic maneuver and
marksmanship skills.

The 4/1 AAB commander and bri-
gade operations officer began devel-
oping a training program consistent
with ATA goals weeks before the IG-
FC’s order was issued. However, a
program focused on core squad- and
platoon-level maneuvers was the ini-
tial intent. In November 2010, the
brigade held discussions with ISF

of Mosul and extends into the provin-

cial rural areas north, east, and south

of the city. The 3d IA’s AO extends from sections of western Mo-
sul to the Syrian border; the 3d Federal Police Division and
Ninewa directorate of police control western Mosul.

Arguably, the most demanding mission facing the AAB on its
arrival was oversight of the combined security mechanism in the
Ninewa Province. This mechanism serves as an arbitration meth-
od to ease Arab-Kurd tensions, prevent violence to minority
groups, and create transparency between ISF and KSF in specif-
ic disputed areas of northern Iraq.’ To execute the combined se-
curity mechanism mission, U.S. Division-North (USD-N) built
22 combined checkpoints (CCPs) in early 2010 throughout the
disputed areas of northern Iraq. The 4/1 AAB assumed eleven
CCPs when it arrived in October. These positions combine ele-
ments from the IP, IA, KSF, and U.S. Army platoons/companies
to form a combined security force (CSF), collectively known as
the “Golden Lions.” The 4/1 AAB was required to devote a signif-
icant quantity of personnel and resources to operate these CCPs.
Given the significant sustainment and operational requirements
and other responsibilities, how could the brigade best maximize
its training capacity to conduct meaningful ATA activities?

Al Ghuzlani Warrior Training Center
and ATA Efforts with the 3d IA Division

For the past 7 years, the ISF concentrated its efforts on conduct-
ing counterterrorism operations. As the IP began to assume re-
sponsibility for securing more areas across the country, Iraqi
leaders began to realize the need to prepare the IA for the tradi-
tional/primary mission of defending the country against external
threats. From 2003 to 2005, U.S. efforts to rebuild the IA placed
more emphasis on developing large numbers of formations to
halt a burgeoning insurgency than on developing effective junior
leaders. By 2006, U.S. and Iraqi military leaders implemented
significant measures to professionalize the TA.” These efforts in-
cluded improved officer and NCO professional development
courses, specialty training, and increased unit training.

By 2010, few (if any) Iraqi commanders had the resources, time,
or ability to release their forces to conduct substantial collective
training on conventional offensive and defensive military tasks.
To address this issue, in late 2010, the Iraqi ground force com-
mand (IGFC) issued an official order directing select divisions
to immediately conduct battalion-level collective training. The
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leaders to determine how the brigade

could best assist the 3d TA with Op-
eration Al Tadreeb Al Shamil. When the 4/1 AAB commander
presented his concepts to the Ninewa operations center, the Iraqi
general immediately became interested in the idea and inquired
about the possibility of expanding the training to include com-
pany-level training lanes, a technique for training companies,
platoons, and sections in selected soldier, leader, and collective
tasks using a specific situational training exercise. Soon there-
after, construction began at an abandoned training area adjacent
to Contingency Operating Site (COS) Marez, which would later
become the Al Ghuzlani warrior training center.

The 4/1 AAB expanded its area and created challenging light
infantry training lanes. The training area is textbook terrain for
executing this type of mission; the area has rolling hills, unim-
proved road networks, abandoned buildings, and concrete bun-
kers carved into various hills. Tasked with operating the warrior
training center, 1st Squadron, 9th (1-9) Cavalry, refitted the old
bunkers with light sets, chairs, and sand tables to serve as brief-
ing and planning bays. During training scenarios, Iraqi forma-
tions maneuver to an objective while encountering various un-
known scenarios and facing opposing forces. Blank ammunition
and pyrotechnics provide a greater degree of realism to the train-
ing and the exercises are designed to be physically and mentally
demanding. This type of training has been used throughout the
U.S. Army to build soldier confidence and form cohesive units.
Ironically, the training site, originally intended to train only pla-
toons and squads, has evolved to accommodate an entire battal-
ion live-fire exercise.

The brigade developed a 4-week training plan through a series
of consultations with the 3d IA Division commander. The first
week of squad training consists of warrior tasks skills and squad
fundamentals, which serve as a foundation for follow-on weeks.
Specific tasks include camouflage techniques, movement under
fire, principles of patrolling, fundamentals of reconnaissance,
and battle drills during urban conditions. While IA enlisted sol-
diers attend individual classes, IA platoon leaders and company
commanders conduct concurrent leader training and preparations
for upcoming collective events. The second training week focus-
es on platoon-level exercises and battle drill proficiencies. This
training prepares company commanders and the battalion com-
mander for company-level training. Simultaneously, the battal-
ion staff begins planning the fourth week of training.



“U.S. Army soldiers train Iraqi and Kurdish enlisted soldiers on small unit and basic individual tasks. U.S. Army company grade of-
ficers oversee mission planning, coordination activities, and other leadership responsibilities. Within a short time, these leaders
began to mentor Iraqgi counterparts on these duties. By December 2010, Iraqi and Kurdish junior offices began executing combined
patrols and conducting various leaders tasks.”

The third week involves various company-level exercises. Con-
current with maneuver and leader training, the training center ex-
ercises the IA’s support elements. The food service sections pre-
pare and deliver hot meals to units inside the training lanes.
Iraqi radio operators also exercise their equipment and solve com-
munications problems. Concurrent classes include small arms
repair, field tactical questioning, wheeled vehicle maintenance,
communications systems, and battle staff tracking. During the
last week of training, Iraqi companies train as one battalion and
training culminates with a final battalion-level exercise, known
as “Operation Spotted Leopard.” This live-fire exercise incorpo-
rates indirect fire from the battalion’s mortar battery with a bat-
talion assault on a fortified position.

The brigade shifted substantial resources and personnel to en-
sure the success of the warrior training center. First, the brigade
reassigned 1-9 Cavalry headquarters, along with its Apache and
Crazy Troops, to operate the center. The brigade also reassigned
six field grade officers and one senior NCO (from the STTs) to
serve as trainer/mentors, and shifted linguists throughout the bri-
gade. The 1-9 Cavalry, with brigade assistance, created light in-
fantry maneuver lanes, command post areas, mock buildings for
room clearance exercises, patrol briefing rooms, and a logistics
support area (LSA).

The warrior training center challenges IA leaders in many new
ways by placing responsibility on Iraqi commanders to deploy
their forces using their own equipment and supply systems. Tra-
ditionally, Iraqi units deploy to established facilities that have in-
frastructure and services established; in this case, the Iraqis de-

ploy and operate under field conditions for one month. They ex-
ercise sustainment, communications, and administrative functions
in new ways; for the IA, this training is a deployment. Further,
warrior training center rotations provide IA battalion command-
ers with their first opportunity to address all members of the unit
as one formation.® The overall purpose of the training is not only
to improve the conventional capacity of IA battalions, but also to
educate Iraqi leaders on sustainment training management for
their units. When asked his opinion about the warrior training
center training, the commander of the 1/11th IA Battalion re-
marked: “I am very open to new kinds of training as it makes my
battalion better. Initially, we did not understand the U.S. [Army]
lane training exercise concept, as we have never done that meth-
od. Now, we embrace it as a very effective way to train. My bat-
talion has been manning checkpoints and performing searches
since 2007. Most of our training is directed by the 3d Division or
the IFGC headquarters. ...If training is a priority, we will contin-
ue collective, performance oriented training.”

Ideally, IA commanders will prepare their units for an upcom-
ing warrior training center rotation much like U.S. Army com-
manders prepare for a training event at their combat training cen-
ters (CTCs). When the U.S. Army introduced CTCs in the 1980s,
many units struggled to accomplish basic collective tasks; how-
ever, over time, U.S. Army leaders learned how to conduct com-
plex, multilevel operations. In many ways, the warrior training
center could have a similar impact on the professionalization of
the Iraqi army. After the first graduation on 27 January 2011, se-
nior ISF and U.S. military leaders remained very upbeat about
the program. By January, senior IA officials were even consid-
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ering converting the warrior training center into a permanent na-
tional training center.'®

Ironically, the warrior training center was not the first training
center 1-9 Cavalry converted from an abandoned structure. At
the al-Kisik A base (headquarters to the 3d IA Division), Bandit
Troop, 1-9 Cavalry developed a training center to improve the
basic soldier skills of the 3d IA Division’s commando battalion.
The U.S. troop commander began his deployment by meeting
various IA commanders. During a meeting with the Iraqi com-
mando battalion commander, the U.S. troop commander ex-
plained his ATA mission and offered his unit’s help with training
the commandos. The Iraqi commando battalion commander took
up the offer and provided the U.S. troop commander with a se-
ries of training tasks. From this point, the unit transformed a va-
cant barracks facility into a training site called the “Joint Forces
Security Training Center (JFESTC).” The new training site re-
quires a minimal staff of instructors and few resources. Initial
training focuses on first aid, room-clearing procedures, air assault
operations, reflexive fire procedures, and tactical site exploita-
tion. Daily classes are held for only 3 hours (0900-1200 hours)
and most classes have 10 students, which include one officer,
one NCO, and eight soldiers. The initial course encompassed
only one week (six training days) and concluded with a culmi-
nation exercise that used all the skills trained at the JFSTC.

In November 2010, the unit received the commando battalion
commander’s approval to extend the course to 4-weeks, which

includes more advanced individual skills and small unit tactics.
By identifying his soldiers as trainers for the commando battal-
ion, the U.S. troop commander built credibility for himself and
the training program.'! In December, he gained concurrence from
nearby IA and Kurdish brigades to rotate their enlisted soldiers
through a similar 4-week program at a nearby CCP.

CCPs — Golden Lions and Small Unit Training

As previously mentioned, 22 CCPs span the U.S. Division-
North AO, 11 of which fall into the 4/1 AAB’s sector. The com-
mander of the U.S. Army contingent at each CCP serves as the
senior ranking officer (SRO) for the entire combined team. U.S.
Army soldiers train Iraqi and Kurdish enlisted soldiers on small
unit and basic individual tasks. U.S. Army company grade offi-
cers oversee mission planning, coordination activities, and other
leadership responsibilities. Within a short time, these leaders be-
gan to mentor Iraqgi counterparts on these duties. By December
2010, Iraqi and Kurdish junior officers began executing com-
bined patrols and conducting various leader tasks. However, main-
taining security on the perimeter and other operational require-
ments hindered the ability to conduct an extensive amount of col-
lective training.!?

Ideally, to maximize ATA efforts, U.S. Army soldiers partner
with an Iraqi battalion or brigade; however, CCP ATA activity
occurs at a one-to-one ratio. Nevertheless, CCP ATA activities are
unique. When the Golden Lions conduct a patrol within a com-

“For many of these IA enlisted soldiers, this training provides one of the few opportunities in their careers to execute a mission with
little guidance or supervision. By the end of the week, the students overcome their initial mistakes and refine their abilities to lead
and train. The course provides the added benefit of additional patrols, which creates a safer environment for the CSA residents.”
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“During Phase 1V, the Iragis execute a simple, but effective, buddy team live-fire exercise. Essen-
tially, the training event is a culminating exercise for tasks covered during the previous weeks.
Each soldier in training receives 60 rounds and one partner, and moves through a simple
range made up of a few Hesco barriers and wooden walls. The partners cover each other’s
movements and engage targets that range from 50 to 200 meters.”

bined security area (CSA), they perform an actual mission in a
real environment. After patrolling, the unit conducts an after-
action review and identifies areas of improvement. Not only
do the ISF and KSF learn how to conduct small unit activities,
they learn intangibles that cannot be measured or easily identi-
fied. Primarily, soldier and junior leader learning/development
do not occur in a classroom. They learn through observing how
U.S. Army soldiers conduct missions. They observe the profes-
sionalism and discipline of U.S. Army soldiers and adopt those
qualities.

Lion Leader Forge —
Building 2d IA Division’s Training Cadre

The 2d IA Division committed a substantial portion of its
combat power to static checkpoints, fixed force protection sites,
and daily searches. The division does not have the flexibility to
shift units from operational assignments to conduct collective,
complex training that enables the development of confident and
experienced junior leaders. The 2d Battalion, 7th Cavalry Regi-
ment (2-7 Cavalry), has 700 soldiers spread across eleven po-
sitions (eight of which are CCPs) and more than 6,000 square
kilometers of battlespace.!* The 2-7 Cavalry chose to increase
its partnership efforts with the 2d IA by building a sustainable
leader and instructor development program, which will opti-
mistically lead to significant improvement within the echelons
of the 2d IA Division. The major concerns included how to cre-
ate a training model, which tasks would be conducted, and who
would teach the material, given the squadron’s operational re-
quirements.

With input and concurrence from the 2d IA Division and assis-
tance from its STT, 2-7 Cavalry developed a light infantry com-
bat leader’s course that focuses on traditional individual and
small unit tactics. The modularity aspect of the course is one of
many innovative approaches, which the unit describes as “scal-
able and exportable.” For example, during phase I, marksman-
ship is taught; at any point, an Iraqi instructor can use the teach-
ing material from phase II to produce a marksmanship class. The
first Lion Leader cycle consisted of four phases and 22 training
days, which began on 1 December 2010 with 20 students.

The 2-7 Cavalry developed a mobile train-
ing team from one infantry platoon to serve as
primary instructors. The majority of the train-
ing materials use U.S. Army tactics. During
actual class instruction, there are occasional
“under the shelter ranger school” sessions on
whiteboards; primarily, however, practical
application methods are used. Although 2-7
Cavalry teaches U.S. Army doctrine, instruc-
tors are quick to point out that they are show-
ing 2d IA leaders a method, not necessarily a
precise method.

During phase III, patrol classes incorporate
many qualities found in the U.S. Army Rang-
er School and other small unit leadership
courses. The students begin patrolling exer-
cises within a CSA around 0600 hours and
extend into the evening hours of limited visi-
bility. They conduct two combat patrols with-
in the CSAs every 24 hours (one day and one
night), which consist of simulated ambush and
reconnaissance scenarios. Each student serves
in at least one leadership position — patrol
leader, platoon sergeant, or squad leader —
during one day and one night patrol. For many
of these IA enlisted soldiers, this training pro-
vides one of the few opportunities in their careers to execute a
mission with little guidance or supervision. By the end of the
week, the students overcome their initial mistakes and refine their
abilities to lead and train. The course provides the added benefit
of additional patrols, which creates a safer environment for the
CSA residents.

During Phase IV, the Iraqis execute a simple, but effective, bud-
dy team live-fire exercise. Essentially, the training event is a cul-
minating exercise for tasks covered during the previous weeks.
Each soldier in training receives 60 rounds and one partner, and
moves through a simple range made up of a few Hesco barriers
and wooden walls. The partners cover each other’s movements
and engage targets that range from 50 to 200 meters.

During the 4-week course, students are also required to maneu-
ver through a challenging course, developing the foundation to
instruct other members of their division. Clearly, this type of
training was conducted in Iraq prior to the 2-7 Cavalry’s arrival;
however, 2-7 Cavalry commendably developed an initiative that
not only improves the junior leadership within the 2d IA, but fur-
ther leads to enduring improvements if the Iraqis choose to con-
tinue the training model. Had the battalion limited training activ-
ities to CCPs and nearby division-level units, such as the 2d [A
Division commando battalion (located adjacent to the battalion
at an Iraqi base), the battalion could easily argue that they made
the most of their available soldiers. Instead, 2-7 Cavalry asked
how they could best improve formations with the 2d IA Division’s
subordinate brigades and responded with a targeted program that
facilitated the development of cadre within those brigades.

Micro Training and Micro Partnerships

The 4/1 AAB created three distinct STTs from its advisor aug-
mentation, which worked to match ISF training needs with a bri-
gade training capability.'* Task Force Sword partnered with the
2d and 3d IA Divisions, the Ninewa operations center, and com-
bined coordination center; Task Force Shield partnered with the
Ninewa directorate of police, the Rabiyah port of entry, and the
Erbil Department of Border Enforcement; and Task Force Spear
partnered with the 3d Federal Police Division. These STTs be-
came critical components in coordinating training; they quickly
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established trust with their ISF counterparts and developed a
training plan. Often, the training consisted of small classes on a
very specific subject, which was appropriately designated “mi-
cro training.” Another ATA approach, known as micro partner-
ships, pairs ISF and U.S. Army soldiers to conduct on-the-job
training, but goes beyond classroom or simple exercises as a
joint exercise with Iraqi and U.S. Army soldiers. For example,
the 3d Federal Police Division and the U.S. Army’s 47th Explo-
sive Ordnance Detachment combined training events on various
methods of bomb disposal. To support micro training and micro
partnership events, 4/1 AAB’s organic sustainment battalion, the
27th Brigade Support Battalion (BSB) established a logistics
train and assist team. The focus of this four-person team is to
predominately coordinate medical and maintenance training. In
the first 100 days, the 27th BSB conducted 57 meetings with var-
ious ISF leaders and conducted 18 different training events.'’

Task Force Spear faced significant challenges as it began ag-
gressively pursuing ATA options. In October 2010, the 3d Fed-
eral Police Division’s leaders expressed reluctance to commit
their Iraqi police for training. The division did not have suffi-
cient numbers of available personnel and the operational re-
quirements to secure western Mosul proved too daunting a task
to shift any forces to collective training events.!® To overcome
its reluctance, Task Force Spear coordinated brigade elements
to conduct classes for small ISF groups and found that reduced

class sizes allowed for a better training environment, customized
training topics, and increased instructor-student interaction.

The U.S. Army’s operations center transition team combined
the micro training and micro partnership models when conduct-
ing military intelligence ATA activities with the operations cen-
ter intelligence officer (G2) section. In December 2010, the op-
erations center assumed control of an Iraqi reconnaissance pla-
toon. The transition team and two instructors from Bravo Com-
pany, 141st Military Intelligence Battalion, conducted a 20-day
basic intelligence course for the IA enlisted soldiers who were
assigned to this new platoon. During the course, U.S. Army in-
structors identified students who displayed an intellectual capac-
ity to analyze data and develop useful staff products. The U.S.
advisors mentored the IA enlisted soldiers, which helped the sol-
diers feel included and accepted as valuable elements within the
operations center G2 section. This new development represented
a significant mindset shift for Iraqi officers who traditionally
view their enlisted soldiers as incompetent and unimportant.'’

In some parts of Iraq, the local police assume security respon-
sibilities from the IA or federal police. This provision, transi-
tion of responsibility of internal security to police (TRISP), has
not been completely achieved in Mosul.'® The Ninewa director-
ate of police controls only small swaths on the west side of the
city (18 total neighborhoods). To assist the government of Iraq
and ISF in achieving TRISP, Task Force Shield partnered with

“During the course, U.S. Army instructors identified students who displayed an intellectual capacity to analyze data and develop
useful staff products. The U.S. advisors mentored the IA enlisted soldiers, which helped the soldiers be included and accepted as
valuable elements within the operations center G2 section. This new development represented a significant mindset shift for Iraqi
officers who traditionally view their enlisted soldiers as incompetent and unimportant.”
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the directorate of police and eight police district headquarters.
Each district officer supervises between five and twelve local
police stations.'® Task Force Shield has 22 civil police advisors
assigned to mentor the Mosul IP on detention/human rights, com-
munity policing, law enforcement tactics, forensics, and inves-
tigative procedures; and five police advisors tasked to conduct
ATA activity at the Mosul police services academy. Additional
U.S. Army support comes from members of the brigade staff, a
military police company, and a rule of law cell from the Ninewa
provincial reconstruction team.

Historically, U.S. military police advisory methods involved
discussions with a district headquarters commander, which were
followed by structured U.S.-led classes on very basic law en-
forcement tasks. However, Task Force Shield elects to engage
other key leaders at district offices in addition to meeting with
district commanders. They meet with training officers, logistics
officers, and executive officers at the district headquarters to
identify weak areas and possible training opportunities. After
determining the goals and objectives of the IP leaders and assess-
ing the proficiency level of the police district, Task Force Shield
develops and implements an individualized training program
for each district. Other brigade IP ATA activities include 4-week
crime scene investigation courses at COS Marez; information
dissemination operation courses to develop wanted posters; in-
telligence advising/mentoring activity; and first aid courses.

The days of focusing instruction on basic police tasks, such as
handcuffing techniques or vehicle searches, are winding down at
this point. Today, Task Force Shield places greater emphasis on
more advanced law enforcement skills and, by doing so, seeks to
improve knowledge and proficiency in IP intelligence officers,
detectives, training officers, and critical incident managers. Men-
toring Iraqi district headquarters training or logistics officers
may not make for compelling newspaper stories, but these are
the types of activities that will enable the IP to assume more re-
sponsibility from other ISF organizations.

The 4/1 AAB conducts a tremendous amount of ATA activity;
brigade leaders and STT advisors shape ATA efforts to best
match their partnered units. Some forms of ATA activity include

class and practical exercises, and other activities include more
direct approaches such as on-the-job training. However, all ATA
activity begins with U.S. advisors and leaders building relation-
ships with ISF counterparts to identify critical training needs
within ISF formations.

Complicating the training plan is the fact that the brigade de-
parts in fall of 2011 and all U.S. forces must depart Iraq by the
end of that year. The leaders of Long Knife Brigade realized
they had a limited amount of time to impact ISF partners; there-
fore, they quickly analyzed their mission, searched for training
opportunities that led to enduring improvements, and finally,
cajoled ISF partners to shift IP and IA enlisted soldiers from ac-
tive counterinsurgency activities to U.S.-led training events.
The ATA initiatives and training ideas arose from junior leaders
at CCPs to senior officers at brigade level. Although this article
captures a great deal of those initiatives, other ATA activities
occur each day. Considering the operational and time challeng-
es, the Long Knife Brigade implemented an amazing number of
ATA projects in its first 100 days. Many of these training initia-
tives and partnership activities will continue for the rest of the
year, ultimately ensuring long-term stability and freedom for

the Iraqi people.

Major Thomas Sills is currently a liaison officer, Center of Army Lessons
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structor, U.S. Army Reserve. In his civilian occupation, he is a deputy
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Charlotte. His military education includes U.S. Army Command and Gen-
eral Staff College, and Field Artillery Officer Basic and Advance Courses.
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First Lieutenant James Langlois is currently assigned as a platoon leader
and key leader engagement officer, Brigade Personal Security Detach-
ment, 4th Brigade Combat Team, 1st Cavalry Division, Mosul, Iraq. He re-
ceived a B.A. from Fordham University and a M.A. from American Uni-
versity in Cairo. His military education includes Officer Candidate School,
Armor Officer Basic Course, and Army Reconnaissance Course.
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OrcANIZING A TANK BATTALION FOR
THE COUNTERINSURGENCY FIGHT

A Study in Organization Design

by Lieutenant Colonel David L. Raugh

In late 2008, as Task Force (TF) Ist Battalion, 35th Armor Regiment (TF 1-35 Armor),
prepared for Operation Iraqi Freedom (OIF) 08-09, it faced a most daunting chal-
lenge — taking a tank battalion, organized for mobile, rapid, and short duration
mechanized combat, and reorganizing its personnel and staff functions to an out-
fit capable of executing a 12- to 15-month combat rotation in the unique counterin-
surgency (COIN) environment of Iraq. The battalion developed its plan based on ex-
perienced gained from previous rotations downrange and through studying cur-
rent operations from units engaged in COIN operations in Iraq. Not an end unto
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Although massive personnel change-
overs occurred when the battalion re-
turned from its previous rotation, the TF
executive officer (XO) and several key
members of the staff remained to pro-
vide insight into the process of reorga-
nizing personnel and staff, which added
strength of stability and value of experi-
ence to this analysis.

TF 1-35 Armor participated in OIF 05-06
in Ramadi, Iraq, as part of “Ready First,”
1st Brigade Combat Team (BCT), 1st Ar-
mored Division, Multinational Force-
West. These operations, though success-
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itself, staff modifications continued after arrival to theater.

AP AT el
ful, were focused almost primarily on ki-

netic combat operations. During this de-
ployment, before the “surge” and estab-
lishment of Sons of Iraq (SOI), al Qaeda
and other Sunni insurgent groups intimi-
dated the local populace, providing little
opportunities to achieve local national
buy-in initiatives, such as commander’s
emergency response fund (CERP) proj-
ects. Though we had an officer nominal-
ly titled as the S9, or TF civil military of-
ficer (CMO), his actions were minimized
due to a less-than-accommodating en-
vironment. He was, however, extremely
successful in synchronizing key leader
engagements (KLE), including those with

‘ She1k Abdul Sittar Abu Risha, the even-

tual leader of the Al-Anbar Awakening
Committee. Of note, Sheik Abu Risha’s
actions set the stage for the eventual im-
plementation of the SOI program through-
out much of Iraq.

The task force was nominally “part-
nered” with the Iraqi Army (IA) 3d Bat-
talion, 3d Brigade, 1st Division (3/3-1), a
motorized infantry battalion that owned
a small piece of battlespace within the
TF’s battlespace. Fortunately, TF 1-35
Armor had a top-rate U.S. Marine Corps
military transition team (MTT) that pro-
vided advisor support to 3/3-1 and effec-
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“Compared to the hyper-violent Iraq of 2005-2007, the 2008 Iraq required greater application of
nonlethal efforts to provide essential services, engage local leaders, and influence the population
using information operations. We quickly determined that this effort must be resourced with com-
petent personnel capable of ingenuity and critical thinking.”

tive liaison to the TF’s S3 operations cell,
as well as its commander. The Iraqi police
(IP) contingent within our battlespace
was small, poorly equipped, and basical-
ly combat ineffective. We had no single
officer dedicated to purely Iraqi security
force (ISF)-related duties. Nor did we use
TF self-improvement construction proj-
ects or unit purchases from operation and
maintenance, army (OMA) monetary bulk
funds via purchase request and commit-
ment (PRnC) contracts. This was primar-
ily due to the dearth of local Iraqi con-
tractors available; most were not willing
to cooperate with U.S. forces because of
terrorist intimidation.

For a portion of the rotation, the TF de-
ployed while the remainder of the BCT
remained in Kuwait as part of the Multi-
national Corps-Iraq (MNC-I) theater re-
serve. To assist forward deployed TFs,
the BCT assigned the majority of its S2
intelligence analysts to TF control, en-
abling us to augment our TF S2 shop, as
well as attach intelligence analysts at
the company level. This action greatly in-
creased our ability to manage massive
amounts of raw intelligence data available
in theater and assisted the companies in
generating company fusion cells capable
of developing and tracking company area
specific lethal targets.

Examination of Current Operations

We next examined current operations in
Iraq. From information gleaned during
our TF commander’s predeployment site
survey (PDSS), SIPR-email correspon-
dence, open-source documents, and the
latest lessons learned from observer con-

trollers at the Joint Maneuver Readiness
Center (JMRC), we ascertained the fol-
lowing:

First, the fight had transitioned from an
almost purely kinetic to a full-spectrum
mix of kinetic and nonkinetic operations.
Nonlethal operations, such as CERP-
funded projects to improve local infra-
structure, increased key local leader en-
gagements and dramatically increased in-
formation operations (I0) campaigns to
influence the population. In time, nonle-
thal operations assumed primacy over le-
thal operations, which required a signifi-
cant change to our approach during the
upcoming deployment. Our institutional
focus and organizational structure cen-
tered on lethal kinetic operations; how-
ever, the environment in Iraq called for a
more nonlethal approach. Our challenge
was to simultaneously build appropriate
capacity, manpower, and command and
control to enable lethal and nonlethal op-
erations to the same level of success.

Second, coordination and tracking re-
quirements for ISF had increased dramat-
ically due to implementation of the SOI
program and increased size and capabil-
ity of the IA, national police (NP), and IP
forces. Additionally, battalion-level tran-
sition teams previously partnered with ISF
battalions would be pulled to augment
under-resourced division-level transition
teams.

Third, instead of operating from one
large forward operating base, our unit
would operate from at least three differ-
ent locations, greatly increasing support
requirements. Also, based on improve-

ments in security, local Iraqi contractors
were available to provide contracting ca-
pability for life-support improvements
and construction.

Finally, we determined that for our coun-
terinsurgency effort to be successful, we
needed to continue to augment our TF
intelligence shop with additional intelli-
gence analysts. This conclusion prompt-
ed the decision to resource our companies
with the ability to successfully establish
a “fusion cell,” a small staff-like entity ca-
pable of processing lethal and nonlethal
raw data into refined information, which
could be used to drive company-level op-
erations, as well as feedback into our TF
headquarters to enable targeting efforts.

Modifications to Existing Staff Structure

The U.S. Army has recently modularized
most combat units, specifically by per-
manently assigning capabilities such as
indirect fire support observers, joint tac-
tical air control (JTAC), additional staff
officers, and infantry and armor forces;
unfortunately, TF 1-35 had not modular-
ized. As a result, our ability to reorganize
staff positions was limited and to free up
needed staff officers, we combined some
staff officer duties or left select staff offi-
cer positions vacant. Based on proven
ability and potential of our professional
noncommissioned officers (NCOs), we
exercised our options to use them to fill
positions normally occupied by commis-
sioned officers.

We removed the battalion maintenance
officer, leaving day-to-day maintenance
operations under the control of our capa-
ble battalion motor sergeant and mainte-
nance technician. Our outstanding and
experienced signal officer assumed re-
sponsibility of both the battalion signal
shop and S1 personnel shop, freeing up
another staff officer to go elsewhere. We
also placed professional and battle-test-
ed former platoon sergeants in BCT liai-
son officer and TF battle captain posi-
tions. These NCOs proved invaluable as
their expertise, composure, and experi-
ence added focus to the complex battle-
tracking and command and control pro-
cesses of the TF and BCT tactical opera-
tions center (TOC). Over time, we re-
ceived several newly commissioned offi-
cers to fill other additional requirements.

Nonlethal Capabilities

Compared to the hyper-violent Iraq of
2005-2007, the 2008 Iraq required great-
er application of nonlethal efforts to pro-
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vide essential services, engage local lead-
ers, and influence the population using
information operations. We quickly deter-
mined that this effort must be resourced
with competent personnel capable of in-
genuity and critical thinking.

We began by establishing the fires and
effects coordination center (FECC) to
manage all nonlethal efforts within the
TF. To staff the center, we appointed a S9
CMO, who oversaw execution of TF op-
erations in support of efforts to improve
local infrastructure and economic viabil-
ity. Specifically, he tracked the status of
essential services and recommended proj-
ects, and managed execution. He also
served as the overall CERP project pur-
chasing officer (PPO) responsible for sub-
mitting all CERP projects and tracking
payment for services, which were paid by
CERP pay agents from the TF and com-
pany headquarters. The CMO also pro-
vided oversight and tasking authority for
day-to-day operations of the attached civ-
il affairs team (CAT-A).

A position for a S9 governance officer
was also established to manage TF op-
erations in support of local government
development, track Government of Iraq
(GOI) election efforts, and serve as KLE
master. A KLE master tracks the complex
hierarchy of GOI, tribal, and de facto
powerbrokers within the TF operation-
al environment (OE). The governance
officer continually updated known facts
about these individuals and how they fit
within BCT, TF, and company spheres of
influence.

The TF fire support officer (FSO) round-
ed out the FECC cell. His primary duties
included developing and disseminating
TF and BCT IO messages and themes, as
well as publishing and disseminating pub-
lic affairs (PA) stories. The TF FSO’s final
duty was TF targeting officer, capturing
and consolidating all efforts of lethal and
nonlethal activities into a discernable tar-
geting product. To assist in his duties, he
was given oversight and tasking authori-
ty for day-to-day operations by the tacti-
cal psychological operations (PSYOP)
team (TPT) and the BCT PA specialist
when attached to the TF.

Iraqi Security Force Synchronization

A position for a S3-ISF officer was es-
tablished to enable synchronization op-
erations with our partnered ISF brigade,
oversee TF transition lines of operation
(LOO), and handle the large volume of de-
tails required for managing the complex
SOI program in our area. The S3-ISF of-
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Fires and Effects Coordination Cell

FECC

FSO (Lethal/
non-lethal
T.0.)

Governance
Officer

S9
CMO Officer

BCT PA
TPT (When
Attached)

MEDO

CAT-A Team (Pay Agent)

COMCAM
(When
Attached)

Medical Officer (MEDO) 1LT

Duty Position m Primary duties

Supervises fires, information operations officer, public affairs officer, OPSEC
manager, targeting officer, pay agent, TPT coordinator, VIP preparation

E3 lines of operations (LOO) chief, project purchasing officer, PA manager, civil

Gov LOO chief, GOI election officer, paying agent

Civil affairs team leader, project assessments, area assessments, project

Design, request, distribute and disseminate all PSYOP products, atmospheric
assessments, influence the populace according to commander’s guidance

FSO CPT

= g affairs (CA) coordinator

S9 Governance 1T

CAT-A Team Chief 1T .
management, paying agent

TPT Team Chief SSG

Paying agent, risk assessment, TF historian, TF safety officer

Figure 1. The Task Force 1-35 fires and effects coordination cell organization was the center of all

non-lethal operations.

ficer served as a liaison between our part-
nered ISF brigade officers and U.S. tran-
sition team, coordinating with police tran-
sition teams (PTT) and managing com-
plex and ever-changing SOI programs.
Similar to the S9 governance officer, the
S3-ISF officer also managed KLEs be-
tween TF and ISF leaders.

Shortly on our arrival in theater, the three
NP battalion transition teams (NPTT),
previously working with our partnered NP
brigade, were reassigned to augment divi-
sion transition teams. We subsequently
established partnered relationships be-
tween our TF companies and NP battal-
ions. The S3-ISF officer proved to be a
valuable link in deconflicting and syn-
chronizing events between U.S. compa-
ny/NP battalion and U.S. TF/NP brigade
operations.

Project Management

A deployed TF S4 is extremely busy
conducting normal supply and transpor-
tation duties. Due to the large number of
patrol bases and combat outposts (COPs),
lack of engineer vertical construction ex-
pertise and limited carpentry and electri-
cal construction capability within our task
force, we outsourced much of this work
to local national contractors. We appoint-
ed an assistant S4 officer whose daily du-
ties consisted almost exclusively of man-
aging force protection, life improvement,
and life-support contracts for our area.

In this capacity, the assistant S4 man-
aged more than 30 separate PRnC re-
quests in various stages of submission,
approval, and implementation. Dollar
amounts for these contracts averaged up-
ward of $50 million. Most of these proj-
ects also included a 6 month to 1 year
service or maintenance contract, requir-
ing detailed oversight to ensure contrac-
tors met service obligations.

Enabling Intelligence
Management and Fusion

We identified the requirement for addi-
tional intelligence analysts to manage the
sheer volume of collected intelligence and
daily interactions with the local populace.
Unfortunately, fills for this low-density
military occupational specialty (MOS)
were slow coming. We made up this short-
fall by identifying promising MOS 19K
armor crewmen soldiers, who showed a
propensity for intelligence management,
to fill intelligence analyst gaps. These sol-
diers received analysis, sensitive-site ex-
ploitation, and data management training
from TF and BCT S2 subject-matter ex-
perts, allowing them to rapidly integrate
into daily intelligence operations.

To assist company headquarters, we pro-
vided newly commissioned officers to
company headquarters, rather than the
TF staff. This enabled them to assist in
command, control, and company fusion
cell operations prior to subsequent move-
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Task Force S3 Shop

NPTT

TFS3

]

TF S3 f TF FSE TOC Crew
TF S2 BCT LNO Transition TF S3 Air (lethal) EOD (day/night)
Officer
MFT TF JTAC

oy o | s iy

Oversees all operational planning and execution, TF plans and orders/FRAGOs, OPORD distribution, resource
requisition; implements intelligence data into operations; oversees all fires and aviation requests; interacts
with senior ISF leadership to develop combined operational plan and common operating picture

Drafts all operational plans with exception of those related to ISF; produces OPORDs and daily FRAGOs;
reviews, compiles daily operational updates; deputy S3, serves as TOC officer in charge (OIC) when field grade
officers are gone; coordinates with the liaison officer (LNO) to request BCT level resources

Primary liaison with ISF (to include SOI) and NPTT; deals with all ISF related issues and functions; attends ISF

Represents TF at BCT meetings, military decisionmaking (MDMP); coordinates for enablers — air weapons
team (AWT), military working dog (MWD), close air support (CAS) and ranges; serves as the TF master gunner

Oversees the overall intelligence shop function; future and present operations and threat projection
formulation; creates and briefs battalion intelligence products to TF and company commanders; manages
HUMINT collection team and signal terminal guidance team

Handles daily intel product functions to include daily intel report (GRINTSUM), warrant issuance and

Oversees soldier/analyst tasks; handles shop functions including vehicle maintenance and property
accountability; handles interpreter management for battalion

S30IC MAJ

S3 Air CPT

Bl G2 meetings and briefings

LNO SFC

S2 CPT

S A5y supplemental projects to assist S2
S2 NCO SFC

TF FSE SFC

Coordinates all fires, runs and maintains lightweight countermortar radar (LCMR), oversees training of all joint
fires observers (JFOs), FSOs, FSNCOs, requests air mission requests (AMRs) for TF

leading to daily interaction and
rapid transit of critical informa-
tion, which is invaluable in a
COIN environment.

Synchronizing Task Force-Level
Lethal and Nonlethal Operations

With conditions set, we identi-
fied appropriate methods to fuse
all operations to allow seamless
execution of our campaign plan.
Based on difficulties at our JMRC
mission rehearsal exercise (MRE)
with effectively dividing areas
of responsibility and providing
seamless synchronization, we
divided our operations into le-
thal, nonlethal, and administra-
tive duties.

Lethal operations, including in-
telligence, lethal fires, joint tac-
tical air control, explosive ord-
nance disposal (EOD), and the
multifunctional team (MFT) con-
taining human collection and in-
terrogation capability fell under

Figure 2. The task force S3 shop served as the home of the S3-ISF coordinator.

ment to platoon leader positions. These
new officers, company fire support (FIST)
officers, and company headquarters per-
sonnel received additional training from
TF S2, S3-ISF, S9 governance, and S9
officers to enable understanding and anal-
ysis of company-level lethal and nonle-
thal operations.

_“' = "'

After arriving in theater, companies
quickly established internal expertise, cre-
ating capabilities at the company-level
normally relegated to TF or above head-
quarters. Company project NCOs, intel-
ligence NCOs, and FIST targeting offi-
cers established relationships and lines
of communication with TF counterparts,

the purview of the TF S3. Nonle-
thal FECC operations and ad-
ministrative duties (personnel,
sustainment, and signal) fell under the im-
mediate purview of the TF XO, who pro-
vided overall synchronization of the en-
tire staff. Liaison with the attached ISF
brigade transition team was conducted
primarily through the TF S3. The TF en-
gineer officer (ENGO) received direction
from the TF XO, as the majority of his
efforts focused on force protection and
construction efforts.

To synchronize operations, the TF es-
tablished four LOO or efforts applied to
achieve unit objectives. We developed the
genesis of this LOO campaign plan, a
skeleton framework, which laid out tasks
for 6 months following transition of au-
thority (TOA) in Kuwait while conduct-
ing reception and staging operations. Fol-
lowing TOA, we continued to develop
the LOO campaign plan, adding detailed
milestones determined by targeting ef-
forts and BCT/multinational division-lev-
el directives and campaign plans. These
LOOs included security, which focused
on reduction of threats and development
of Iraqi judicial capability; transitions,
which focused on developing capability
of ISF forces; governance, which focused
on developing government capabilities
within our battlespace; and economics,
essential services, and education (E3),
which focused on projects to develop es-

“We identified the requirement for additional intelligence analysts to manage the sheer volume of
collected intelligence and daily interactions with the local populace. Unfortunately, fills for this low-
density military occupational specialty (MOS) were slow coming. We made up this shortfall by
identifying promising MOS 19K armor crewmen soldiers, who showed a propensity for intelligence
management, to fill intelligence analyst gaps.”

sential services within the battlespace.

LOO owners were summarily appoint-
ed to provide oversight and management
within their areas of expertise: S3/S2
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owned security, S3-ISF owned transition,
S9 owned E3, and S9 governance owned
governance. Overall synchronization was
managed by the TF executive officer, and
the FSO targeting officer assembled all
efforts into discernable and organized
products.

Targeting efforts focused not only on
meeting milestones identified in our cam-
paign plan, but applying both lethal and
nonlethal efforts as a means to those ends.

To do this, we identified targets not as in-
dividual or isolated events, but as prob-
lem sets. This enabled a more pragmatic
application of resources to simultaneous-
ly achieve appropriate effects and serve
as nonprescriptive guidance for compa-
ny commanders to exercise initiative in
developing their own solutions. We re-
viewed the effectiveness of our actions at
biweekly targeting meetings to determine
if problem sets were being addressed ap-
propriately. The results of these events ar-

rived in the form of feedback via the afore-
mentioned TF to company staff interac-
tion. Also, all TF staff officers reviewed
the TF intelligence summary and patrol
debriefs daily to ensure shared awareness.

Analysis

Thus far, the efforts of TF 1-35 Armor
to prepare its staff and unit organization
for the COIN fight through experience,
lessons learned, ingenuity, and some tri-
al and error, have proven successful. By

DESIRED

Insurgent Cell

2: Al-Tepleskyawi
cell

cell.

T6: TPT conduct HUMINT elicitation to ascertain
effective media venues for introduction of IO
products.

T7: Focus microgrants on Joe Smith street to
build rapport with local populace.

T8: Influence Nahia Council to initiate
construction of Joe Smith street sewage project.

EFFECT TARGET ACTIVITY / TASK/ METHOD RESOURCE MOE
T1: Emphasize rewards to gain informants. R1:82 .
T2: Utilize ISR to confirm or deny insurgent R2: S3
t. . -
_r:olvgmen Ahmed W. R3:B/16IN HUMINT reporting on
3: Capture Ahmed Wagner. R4: TF CDR insurgency in Jisr Diyala
T4: Engage Sheik Adil Pearla to establish R5: HCT increases.
dialogue on his current activities with the Joe .
1 Joe Smith Smith cell. Ré: FECC, TPT . .
street cell T5: Engage sources to gain information on R7: 59 Informants provide actionable
) . intel regarding Joe Smith
Reduce personalities associated with Joe Smith street R8: S9G, TF XO ! garding !

cell.

Increase in Intel identifying
personalities associated with
Al-Tepleskyawi cell

Figure 4. Targets organized by problem sets.
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adding additional capability to its staff and
companies, TF 1-35 enabled successful
missions and efforts not habitually asso-
ciated with a heavy tank battalion, which
is built for fighting massed mechanized
forces, on the modern battlefield.

Separate from organizational structure
modifications were our TF “attitude”
modifications. Despite all planning to pre-
pare for COIN operations, not all contin-
gencies can be foreseen. TF leaders re-
peatedly stressed the use of critical think-
ing and ingenious solutions to staff offi-
cers, company commanders, and each sol-
dier within the organization. We also en-
sured successful (and nonsuccessful) tac-
tics, techniques, and procedures (TTP)
were shared immediately, we applauded
original thought, and demanded personal
ownership for areas of responsibility.

Staff sections cross-trained skill sets in-
ternally to not only cover soldiers on mid-
tour leave, but to enable collaborative dis-
cussion and find the most viable solutions.
When the TF executed Operation Knight
Pursuit, an out of sector mission that de-
ployed the majority of the TF headquar-
ters and a 450-man strike force to a non-
contiguous area 100 kilometers to the
northeast to conduct a 25-day clearing
operation to disrupt al Qaeda activity in
the Diyala Province, the results of these
modifications proved effective. This op-
eration, including two TF air assaults, was

R
e conducted succe
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T
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conducted while the remainder of the TF
continued operations in its normal TF bat-
tlespace. Both operations were conduct-
ed successfully; we cleared the area of al
Qaeda presence and introduced ISF forc-
es to hold the cleared ground while con-
tinuing framework operations in our nor-
mal battlespace without serious injuries
and no loss of command and control.

Additionally, evident from efforts to
modify our staff in preparation for 12- to
15-month deployments to Iraq and Af-
ghanistan, was the realization that all of
our sister units were conducting the same
ad hoc process. Technology advances, so-
cioeconomic change, and mission require-
ments have enabled and required task
force headquarters to conduct tasks that
were executed solely by division head-
quarters 10 years ago. Now, nonlethal re-
construction and tactical engagements fall
squarely in the task force and company
areas of responsibility. Institutional trans-
formations, including equipment and per-
sonnel adjustments, to resource nonlethal
cells and indigenous security force liai-
sons must be made.

All institutional training schools, includ-
ing those for junior leaders, must focus
beyond kinetic operations to train prob-
lemsolving skills, critical-thinking skills,
and initiatives required for the ambigu-
ous and uncertain scenarios faced by de-
ploying units. Combined training centers

should simulate these ambiguous sce-
narios and train responsive targeting pro-
cesses at company and platoon levels.
Only by preparing for the full spectrum
of combat operations, from the initial at-
tack to withdrawal of forces, can we be
successful in fighting and winning our
Nation’s wars.
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INSPIRING QUALITY SOLUTIONS

by Retired Lieutenant Colonel Thomas P. Hanlon

Military life is an assortment of deci-
sions, many of which are trivial, such as
what route to take to work, which exercis-
es to perform in the morning, or what to
eat for lunch; however, others are more se-
rious when conducting operations plan-
ning, mission preparation, branch selec-
tion, and execution.! Trivial decisions can
be decided from intuition and experience;
whereas, more serious decisions argue for
a more analytic approach. Studies have
shown that decisionmakers who regularly
use a systematic methodology have con-
sistently produced superior results above
those who rely on intuition and analogy.?

Perhaps at no other time is an analytic
approach more appropriate than in the
writing of a military operations order (OP-

ORD). The situation is complex, stakes
are high, and the outcome is far from cer-
tain. In planning these operations, the U.S.
Army recommends the military decision-
making process (MDMP), which com-
prises seven steps:

e Step 1 — Receipt of mission.
e Step 2 — Mission analysis.

e Step 3 — Courses of action (COA)
development.

e Step 4 — Courses of action analysis.

e Step 5 — Courses of action compari-
son.

e Step 6 — Courses of action approval.

e Step 7 — Orders production.?

During steps 1 and 2, the mission is re-
ceived and analyzed, and COA are de-
veloped in step 3. Using steps 4, 5, and 6,
COA are analyzed, compared, and the
best COA selected. Finally, step 7 results
in an OPORD.

The MDMP is conducted not by a sin-
gle individual, but by a group of sea-
soned officers that make up an Army
staff. The role of the staff is advisory; they
are there to assist the commander in an-
alyzing a situation and making a reasoned
judgment thereof.

One of the key features of MDMP is col-
laborative planning, which the Army de-
fines as: “Commanders, subordinate com-
manders, staff, and other partners shar-
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ing information, knowledge,
perceptions, ideas, and con-
cepts regardless of physical
location throughout the plan-
ning process.”* Hence, col-
laboration in the form of staff
members sharing information
toward the production of the
OPORD is at the forefront of
MDMP.

Collaboration enhances de-
cisionmaking by incorporat-
ing a wide range of skills and
talents that staff members
possess. No individual soldier
possesses all of the knowl-
edge and skills necessary to
plan today’s military opera-
tions. What is misunderstood
is apt to be missed; a novice is prone to
overlook fine points. A critical detail
might fail to be recognized by someone
who lacks skills and training in a par-
ticular field of expertise. He glosses over
what he does not understand and fails to
discern meaning and import.

Yet, collaboration is not an effortless pro-
cess. While most collaborative sessions
generate solutions, few do so optimally.
As staff members analyze a mission, they
may be stultified by the immense body
of information they are required to digest.
They may miss major points or focus on
an isolated segment of the problem do-
main. Important, specialized knowledge
from certain members may be omitted out
of apprehension or laziness. What results
is a solution set that features a small col-
lection of related ideas, rather than a more
widely spaced array of choices.

In an effort to overcome these problems
and achieve better collaboration, com-
puter software has been developed toward
its facilitation. For example, group support
system (GSS) is a networked computer
system that facilitates collaboration. GSS
group participants can jointly enter into a
project and members can contribute ideas
synchronously or asynchronously and
with complete anonymity.’

This study examined methods of en-
hancing the quality of COA generated as
part of the MDMP. Of particular interest
was whether the use of a GSS could ob-
viate some of the problems that plague
collaboration. Our goal was to develop a
collaborative procedure that eliminates
difficulties and contributes to higher qual-
ity products. By so doing, we expected to
generate better solutions, and improve a
key feature of the MDMP.

“One of the key features of MDMP is collaborative planning, which the Army
defines as: ‘Commanders, subordinate commanders, staff, and other part-
ners sharing information, knowledge, perceptions, ideas, and concepts
regardless of physical location throughout the planning process.” Hence,
collaboration in the form of staff members sharing information toward
the production of the OPORD is at the forefront of MDMP”

Information Overload
and Cognitive Limit

Mission analysis is often identified as the
most important step of the MDMP. Accu-
rate and timely information is vital to
making good decisions, which is how a
situational estimate and understanding is
developed. Facts and assumptions are de-
tailed, resources are tallied, and the envi-
ronment of the mission is discerned. Yet,
as valuable as information can be, it some-
times hinders, as much as facilitates, the
generation of a solution. Too much infor-
mation can stand in the way of good de-
cisionmaking.

Back in the 1950s, we realized that hu-
man beings have a limit to their cognitive
abilities. People cannot assimilate ideas
infinitely, they need time to consider and
construe each of the concepts with which
they are presented. In a seminal study in
1956, George Miller demonstrated that
the cognitive limit is about seven ideas
(plus or minus two).% That is, people can
consider seven individual ideas at a given
time. The balance may shift, depending
on the complexity of the concepts, as well
as the abilities of the individual.”

When people are presented with more
ideas than they construe, they do not sim-
ply drop some of them from consider-
ation; rather, they drop all of the ideas.
Overloaded decisionmakers enter into a
state of confusion in which they are un-
able to deal with any of the concepts pre-
sented.® The problems of information
overload and cognitive limit, though re-
lated, are not the same. The former in-
volves being inundated with more infor-
mation than can be assembled; often, the
cause is poor organization and synthesis
of what is known.? The latter involves a

psychological state, which is
caused by a person being re-
quired to consider more ideas,
all at once, than the mind can
manage. Complexity of the
ideas may influence this limit,
not all concepts are equal. Sev-
eral aspects of ideas can ex-
acerbate the cognitive load.
That which has a high degree
of interactivity between the
elements is inherently more
difficult to grasp.'”

Interactivity is something that
is unfortunately characteristic
of military operations. Mili-
tary maneuvers have many
facets to consider. Each of
these is highly interactive with
other elements of a mission. Thus, a mil-
itary operation typically involves move-
ment, which involves consideration of
transportation, maintenance, fuel, and
routes. Not only are the sub-elements of
transportation highly interactive, but are
also interactive with other facets of the
mission, such as personnel. Depending on
which assets are selected, it can influence
the number of soldiers required and their
skill sets, which can further influence op-
erational considerations such as route,
speed, and weaponry. This interactivity
raises the complexity of the ideas and in-
creases the cognitive resources demand-
ed of the planner.

Techniques to Avoid Information
and Cognitive Overload

Several techniques have been developed
for reducing information overload. The
first and most obvious technique is coher-
ence, which reduces the information load
by eliminating anything extraneous. What
is not central to planning the mission is re-
moved; only the most important points re-
ceive focus.!!

Additional techniques for reducing in-
formation overload include organizing
and summarizing. The technique of orga-
nization categorizes and collates mate-
rial into topics and subtopics, so classes
and relationships are readily apparent. The
technique of summary condenses and re-
fines material, culling themes while re-
moving redundancies.

For dealing with cognitive limit, other
methods are available. One of these is seg-
menting, which involves breaking mate-
rial into small chunks, or “segments,”
and presenting each piece, one at a time,
rather than in a continuous stream. Thus,
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along lecture is broken into topics; a book
is divided into chapters; and a curricu-
lum of instruction is divided into les-
sons. Each topic is received and digested
individually, while gradually being in-
tegrated into a coherent whole.!2

Still another technique for expanding
the cognitive limit is chunking, a method
by which individual ideas are associated
with one another, making them easier to
remember. (Hence, related parts of a tree
are easier to retain than a random list of
names.) Under this technique, correspon-
dences are drawn between related items;
gradually, the thinker is able to carry the
various topics in the mind as a united
body. The relationships between the items
reduce cognitive load and help the indi-
vidual grasp more ideas simultaneously.'?

The Army has in place several methods
for dealing with information overload.
Foremost is the mission analysis, which
when conducted properly, sorts, catego-
rizes, and collates related information. It
packages material into a ready format
for the commander’s understanding. The
commander’s guidance is another tech-
nique for managing information overload
and coherence is one of its foremost pur-
poses. By providing guidance, the com-
mander alerts the staff to specific points
that are critical to accomplishing the mis-
sion. By focusing the staff’s attention on
key details, he thereby reduces the amount
of information necessary to consider.

Yet, given the assiduous
efforts of even the most ac-

the MDMP. Chief among its sub-steps is
the generation of solutions; under contem-
porary parlance, the process is described
as “ideation.” The Army recommends a
traditional style of ideation, called “‘brain-
storming,” which is “the preferred tech-
nique for generating options. It requires
time, imagination, and creativity, but pro-
duces the widest range of choices”!4

Brainstorming was first described as an
ideation technique in 1953 by A.F. Os-
born.'s Using this procedure, Osborn had
members of a group submit ideas freely,
without criticism, as led by a facilitator.
His stress was on quantity and not quality.
The goal was to advance as many ideas,
unrestrained, as occurred to group mem-
bers. Osborn hoped that by increasing idea
quantity, he would adjunctively increase
idea quality.

Brainstorming attempted to harness the
creative synergy of the group; ideas sub-
mitted by one member were visible to all.
It was hoped that the shared imagination
of members would thereby stir the group
to a whole that was greater than the sum
of its parts.'®

In the decades since, brainstorming has
become the model for ideation in Amer-
ica. It is synonymous with what most
people think of when they consider idea
generation. Yet, the method is not with-
out criticism. In spite of its widespread
use, brainstorming has never lived up to
its promise. Numerous studies have dem-

onstrated that brainstorming commands
no greater success in generating ideas
than a group of individuals working in
isolation."”

The lack of success of traditional or
“free” brainstorming has been attributed
to a number of factors. Among these are:
productivity bottleneck, which is a brain-
storming session led by a facilitator who
may serve as an impediment to idea gen-
eration; evaluative apprehension, which
may make some group members feel ner-
vous about the possible reaction of other
members and neglect to offer ideas that
might not be well-received; and social
loafing, which may cause certain mem-
bers to refrain from fully participating out
of inattention or laziness.'s

Modified Brain Writing

In response to the problems associated
with traditional free brainstorming, al-
ternate ideation techniques have been de-
vised. One of these is brain writing. Semi-
nal work was done on brain writing as an
ideation technique by Bernd Rohrback in
the 1960s. Unlike brainstorming, brain
writing is a silent, written procedure.
Techniques vary, but it generally involves
participants writing solutions to a problem
statement, which is written at the top of a
sheet of paper. After recording their solu-
tion, participants pass the sheet, in turn, to
other member for their input. Participants
may freely use the input of other partici-
pants as a stimulus to their own ideas. The

end product is a sheet that
contains a variety of solu-

complished commander,
the amount of information
that a staff is required to as-
similate is vast. It includes
the mission statement, com-
mander’s intent, an assess-
ment of relative combat
power, and the command-
er’s guidance. This infor-
mation is highly interactive,
increasing its complexity,
and making the material
harder to grasp. It’s little
wonder that staff members
approach subsequent steps
of the MDMP feeling be-
leaguered and confused.
The problem of cognitive
overload has not been ade-
quately addressed.

Ideation

COA development fol-
lows mission analysis in
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“Interactivity is something that is unfortunately characteristic of military operations.
Military maneuvers have many facets to consider. Each of these is highly inter-
active with other elements of a mission. Thus, a military operation typically in-
volves movement, which involves consideration of transportation, maintenance,
fuel, and routes. Not only are the sub-elements of transportation highly interac-
tive, but are also interactive with other facets of the mission, such as personnel.”

tions as elaborated by each
group member.!°

Brain writing offers some
advantages over tradition-
al brainstorming. First,
brain writing can reduce
evaluative apprehension;
assuming comments are
kept anonymous, partici-
pants are less likely to feel
ill at ease to the reaction
of others over traditional
brainstorming. Second, so-
cial loafing is reduced;
each participant is given a
seed sheet and must offer
at least one solution to the
problem under consider-
ation. Third, production
blocking is eliminated;
there is no need to capture
the attention of a facilita-
tor and participants are free
to offer ideas when they
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occur, either as a solution or as an adjunct
to the solutions of others.

However, brain writing, in its original
form, does little to address the dilemma of
cognitive load. By presenting each partici-
pant with the problem statement, all fac-
ets of the problem must be dealt with. Fur-
ther, brain writing is centered on the quan-
tity of ideas, not their quality. To compen-
sate for these deficiencies, we have mod-
ified brain writing to address the addition-
al problems of cognitive overload and so-
lution quality.2® Under our modified brain
writing (MBW) procedure, multiple seed
sheets are devised. In most cases, these
can be borrowed from different points of
the commander’s guidance. Each seed
captures a single specification of that
guidance. One seed is recorded at the top
of each sheet and then multiple sheets are
passed to staff members, in turn, for each
of their comments.

The first staff member is directed to write
a COA anonymously on the seed sheet, ad-
dressing the issue solely in consideration
of that facet of the guidance. Sheets are
then deposited in a central tray. Staff mem-
bers are then directed to select a sheet
from the tray, as submitted by one of their
colleagues. They are to comment on the
COA listed on the sheet with the aim of
enhancing the solution. Members may
make additions, modification, or exci-
sions with the goal of improving the COA
listed on that sheet. After doing so, they
return the sheet to the tray, and select
another. When all staff members have
had an opportunity to comment on each
sheet, the session ends. The result is a
set of COA, which represents the semi-
nal ideas of each of the staff members, as
supplemented and elaborated by the oth-
er staff members. It represents a qualita-
tive rather than a quantitative approach
to ideation.?!

Hypothesis

To test the use of MBW as a means of en-
hancing idea generation during decision-
making, we conducted an experiment.
The experiment focused on COA develop-
ment, step 3 of MDMP. We examined the
quality of solutions produced by the
newly devised ideation method, MBW,
as opposed to manual free brainstorm-
ing (MFB). Thus, the first research ques-
tion was obvious: Does MBW lead to
higher quality solutions than MFB?

MBW can be implemented manually or
electronically. It can be conducted by a
“hard copy” distribution of seed sheets
or by an electronic “soft copy” distribu-
tion via a GSS. Current literature supports
the use of GSS as a tool that improves ide-

ation. A study by Bordia concluded that
computer mediated collaboration discus-
sions “take longer, produce more ideas,
and have greater equality of participa-
tion.”?2 McLeod found that GSS “in-
creased decision quality, time to reach
decisions, equality of participation, and
degree of task focus.”2 We suspected that
electronic, person-to-machine mediated
interactions might reduce some of the ten-
sions and distractions that occur when in-
teractions are on a person-to-person lev-
el. It might thereby increase attention to
the task at hand and support greater par-
ticipation by group members.

During the MBW process, as implement-
ed by a GSS, each participant is again
assigned an initial point of the command-
er’s guidance to consider in devising a
COA. After submitting a solution to a cen-
tral database, the participant then selects
a COA in the database as offered by a fel-
low participant and seeks to enhance it.
The process continues until all staff mem-
bers have commented on each of the COA
offered by the other members. Hence, the
second research question examined if
MBW under a GSS leads to higher qual-
ity solutions than MBW implemented
manually. In summary, we hypothesized
that manual MBW would yield higher
quality COA than MFB, and that elec-
tronic MBW, or electronic brain writing
(EBW), would yield still higher quality
COA than manual MBW.

Experimental Methodology

Our experiment consisted of three class-
es of participants, which included two
treatment groups and a control group. The
first treatment group used manual MBW
without a GSS and the second treatment
group used EBW with a GSS.2* The con-
trol group used MFB also without a GSS.
For each test, we employed a group size
of five members to each session. Cadets
from the Army Reserve Officer Training

Corps (ROTC) participated in the experi-
ment. These cadets receive exposure to
MDMP during the senior year of their mil-
itary science curriculum. In most cases,
we conducted our tests just after cadets
had received MDMP instruction. Data
was collected from 113 ROTC cadets, lo-
cated at eight different universities in the
Midwest, and was conducted on site at
each participating ROTC battalion. The
experiment was comprised of 21 groups
in total, developing 112 COA.%»

The proposed mission was a hypotheti-
cal task, which provided hurricane disas-
ter relief in the form of a standard OPORD.
Cadets were directed to play roles of staff
members in an Army Reserve battalion lo-
cated in the Midwest. The OPORD direct-
ed the unit to Gulf Port, Mississippi, with
a follow-on mission of providing support
to the Federal Emergency Management
Agency (FEMA). Evaluating quality of the
solutions was based on the Likert scale,
ranging from 1 (least) to 4 (highest), and
judged by a panel of 12 Army officers.2¢

The U.S. Army measures the quality of
a COA in terms of five features called the
“FADS” test. There are five attributes that
describe high-quality solutions, which
must be feasible, acceptable, distinguish-
able, suitable, and complete.?’ Given its
convenience, and its wide applicability,
we employed the FADS test to measure the
quality of a COA.?® We rated a COA in
terms of each component and used the av-
erage of those ratings to measure overall
COA quality.

Results of the Experiment

Based on our Likert scale, the resulting
means from the experiment indicated that
MBW (mean = 2.5892) > EBW (mean =
2.255) > MFB (mean = 1.6571), with re-
spect to overall COA quality. Dispersion
of the data was tighter for MBW and EBW,
with standard deviations of .6514 and

Newman-Keuls Multiple Comp.
Mean(2)-Mean(1) =

Mean(2)-Mean(3) =
Mean(3)-Mean(1) =

*Indicates significant difference

Critical q

Difference P Q (.05)
0.932 3 7473 3.364*

0.3342 2 277 2.805
0.5979 2 4.883 2.805*

Approximate P: < .001

Note: Mean (1) represents MFB; Mean (2) represents MBW; and Mean (3) represents EBW

Figure 1. Newman-Keuls Multiple Comparison?’
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FADS Test Rankings

Ideation Technique Feasible Acceptable Distinguishable Suitable Complete
Manual Free Brainstorming 1.54* 1.60* 2.31 1.40* 1.43*
Modified Brain Writing (Manual) 2.62 2.78* 2.65 2.62* 2.27*
Electronic Modified Brain Writing 2.38 2.18* 2.48 2.20* 2.05*

Note: * indicates a statistically significant difference.”

Rankings with Respect to FADS Test

3.00

2.50

2.00 ~

1.50

1.00 —

0.50 +—

0.00 +

MFB

H MBW

m EBW

MFB = manual free brainstorming
MBW = modified brain writing (manual)
EBW = electronic modified brain writing

FADS Test

Figure 2

7103, respectively. Scores for MFB were
more widely dispersed, having a stan-
dard deviation of .8752.

A Newman-Keuls multiple comparison
was conducted of the resulting means
from the three test groups: MFB, MBW,
and EBW. It showed that observed differ-
ences between manual MBW and MFB
scores, and between EBW and MFB,
were not likely due to error and were sig-
nificant. The small approximate P-value
(P <.001) confirmed a significant differ-
ence between the groups and provided the
figure at which this would no longer be
the case. (Figure 1)

The results of the analysis of variance
(ANOVA) and multiple comparisons war-
ranted a re-evaluation of our results. The
difference between MBW (mean of 2.59)
and EBW (mean of 2.26) was not statisti-
cally significant. It was within the margin
of error (+/- .56). However, the differenc-
es between MBW and MFB, and between
EBW and MFB, were significant. Based
on the above, we can confirm by a com-
parison of the means, combined with the
tests for significance, that MBW > MFB
is valid. Similarly, we can confirm that
EBW > MFB is also valid. But the con-
clusion that MBW > EBW is unsupport-
ed. The final relationship therefore is:
(MBW = EBW) > MFB.
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In addition to overall quality, we also
compared the COA with respect to the in-
dividual FADS components. The highest
score was obtained by manual MBW,
which scored significantly higher in four
measures of quality: feasible, acceptable,
suitable, and complete. It also scored
highly with respect to distinguishable.
However, differences concerning the for-
mer components were statistically signif-
icant, whereas differences concerning
distinguishable were not. (Figure 2)

EBW (under GSS) also fared well, scor-
ing better than MFB in all five measures
of the FADS test. However, like the man-
ual version, EBW did not fare as well in
the case of distinguishable. Whereas, the
other four measures differed in a statisti-
cally significant fashion, the latter measure
was not statistically significant. Overall, of
the five components of the FADS test,
distinguishable was least improved. In
none of the cases were the differences sta-
tistically significant. The reason may have
been due to the methodology. The other
components were improved by repeated
enhancements of COA at each review of
the seed sheets, which occurred when the
first participant devised a COA, and each
time it was enhanced by a fellow partici-
pant. The mechanism of chunking added
to the previous COA and increased the
quality of the COA. Distinguishable, how-

ever, was improved only once, when the
first participant formulated the COA.

However, the MFB varied more widely
than MBW or EBW with respect to over-
all quality [as indicated by the standard de-
viations (above)]. The raw data bears out
these differences. Under MFB, partici-
pants produced a wide range of COA so-
lutions. Although distinguishable, many
of the ideas were farfetched and seemed
to have been offered merely to startle and
amuse rather than present realistic so-
lutions. They were also terse and lacked
detail.

Under MBW and EBW, the COA had
more serious character. Although they
were no more distinguishable than MFB,
all the COA offered represented realistic
possibilities. Absent were the facetious so-
lutions. MBW and EBW also produced
COA that contained much greater elab-
oration and detail. These attributes are
particularly important in the military do-
main, where practicality is key. Thus,
MBW and EBW produced COA that were
higher in overall effectiveness and would
consequently be more useful to military
commanders.

Analysis

Hypothesis 1 assumed that the ideation
technique, MBW, would produce higher
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quality ideas than MFB, which
was substantiated by the data.
There was a statistically signif-
icant improvement in the quality
of COA produced by MBW, as
opposed to MFB, which was true
of four out of the five FADS com-
ponents. Although distinguish-
able was improved, the amount
was insufficient to gain statistical
significance; hence, hypothesis 1
was partially confirmed.

Hypothesis 2 assumed that
EBW (under GSS) would pro-
duce higher quality ideas than
MBW (without the use of a GSS),
which was not substantiated by
the data. There was no significant
improvement in the quality of
COA produced by EBW, as op-
posed to MBW. Hypothesis 2
was rejected; the results failed to
endorse using GSS for specific
study objectives. It showed that
the effect of higher quality solu-
tions was obtained by the proce-
dure itself and not by the medi-
um. Both MBW and EBW used
segmenting to enhance the qual-
ity of MDMP, but using a GSS
did not alone lead to an improve-
ment in COA quality.

Discussion

During each session, MFB, MBW, and
EBW, participants were presented with
the same information, which consisted of
the mission statement and the command-
er’s guidance. However, in the case of the
MFB, the information was presented pri-
or to the ideation session. Under MBW
(manual and electronic), the OPORD was
presented prior to the session. The com-
mander’s guidance was withheld and pre-
sented later (individually on seed sheets),
which resulted in an improvement in the
quality of COA, as indicated by a higher
evaluation in terms of the FADS test. This
improvement was due to cognitive load.
The combination of the OPORD, com-
bined with all of the commander’s guid-
ance, breached the cognitive capacity lim-
its of most participants. Accordingly, add-
ing the commander’s guidance did not
produce more qualitative solutions. Miller
demonstrated that when cognitive capaci-
ty is exceeded, the response is confusion.’!
The participant is disoriented and is un-
able to come to terms with any of the in-
formation. The result was that under MFB,

“What benefits decisionmaking benefits military operations. If lead-
ers could use collaborative decisionmaking to formulate better COA,
better OPORDs would result. Enhancing ideation would enhance the
use of MDMP and ultimately improve operations.”

when the commander’s guidance was
presented together with the OPORD, it
failed to inspire high-quality COA.

Under MBW, on the other hand, the
commander’s guidance was presented one
point at a time. Participants were direct-
ed to consider a single point in relation
to the mission statement, which made
cognitive overload less likely. When they
considered the next point of guidance,
having already derived their own COA,
the new information complemented what
they had already considered — it was
chunked with their previous ideas. With
each new round of review, participants
continued to add a new point of guidance
to their previous understanding. By seg-
menting the information, each new point
of guidance was chunked with the previ-
ous, allowing participants to arrive at a
higher level of understanding — result-
ing in more qualitative solutions.

We postulated that MBW would en-
hance the quality of COA. This method of
ideation was designed to avoid the defi-
ciencies of MFB, such as production

blocking, evaluative appre-
hension, and social loafing,
and draw maximum effect
from segmentation and idea
chunking so participants did
not exceed cognitive capacity.
Whereas, the procedure led to
COA that were more feasible,
acceptable, suitable, and com-
plete, it did not lead to COA
significantly more distinguish-
able. The outcome was a par-
tial validation of hypothesis 1.

However, although MBW did
not produce ideas more dis-
tinguishable than MFB, the
higher quality COA of MBW
made up the difference. The
solutions offered under MFB
were high in quantity, but var-
ied in quality. On the other
hand, MBW produced COA,
which were as distinguishable,
but of a much more uniform-
ly high quality. We argue that
a group of consistently high
quality COA is more useful to
a commander than a mixed
bag of poorly formulated and,
at times, frivolous ideas.

Hypothesis 2 drew on current
theory, demonstrating that the
use of GSS can further enhance

an ideation procedure. We hypothesized
that by substituting person-to-machine
mediated interactions for person-to-per-
son interactions we would eliminate cer-
tain distractions and increase participa-
tion by group members. Thus, the use of
a GSS would further improve the quality
of the COA solutions.? It did not.

The reason for failure was a testament
to the efforts we made to eliminate differ-
ences between the procedures. We took
great pains to ensure the manual and elec-
tronic procedures matched in every way.
The differences that remained between
MBW and EBW did not influence the
outcome. The conclusion indicated that
(in this case at least) similar procedures
produce similar results, regardless of the
medium.

Several studies in the use of GSS to sup-
port MDMP were conducted by the U.S.
Army Research Laboratory (ARL) dur-
ing the 1980s. These studies focused on
step 2 of the MDMP, mission analysis,
and had partial success in organizing and
assembling high-level information.?
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We, on the other hand, focused on step 3,
COA development. We investigated the
use of GSS as an ideation technique to
enhance the quality of COA generated.
The results of our study demonstrate that
the quality of COA produced during
MDMP would be improved if the ide-
ation techniques were revised. Rather than
employ traditional brainstorming, MBW
should be adopted. MBW (either manu-
al or electronic) produces higher quality
COA than traditional “free” brainstorm-
ing (MFB).

MBW produces COA that are more fea-
sible than those of MFB. MBW creates
COA that can better be accomplished
given resources of people, money, time,
and materiel. MBW produces COA that
are more acceptable than those of MFB,;
the benefit justifies the costs. MBW pro-
duces COA that are more suitable; each
COA agrees with the guidance received
from the commander. MBW also produc-
es COA that are more complete; they ac-
complish the mission.

Using MBW would significantly en-
hance the quality of COA available to
commanders to meet mission require-
ments. With a superior tool in hand, rath-
er than relying on intuition, commanders
would be more inclined to use the analytic
decisionmaking methodology that MDMP
affords. MBW enhances MDMP, produc-
ing a tool of much greater facility to the
commander of a military unit.

What benefits decisionmaking, benefits
military operations. If leaders could use
collaborative decisionmaking to formu-
late better COA, better OPORDs would
result. Enhancing ideation would enhance
the use of MDMP and ultimately improve

operations.
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NATIONAL TRAINING CENTER

by Lieutenant Colonel Thomas Mackey and Major Ernest Tornabell IV

Part I: Command, Control, Communications, Computers,
Information, Surveillance, and Reconnaissance (C4ISR)

Commanders at all levels desire the capability to command and control instantaneously from anywhere within their
battlespace. This has become a reality as communications systems and capabilities have changed significantly during the
U.S. Army’s transformation. Brigade combat teams (BCT) transitioned from old school mobile subscriber equipment to
an interim solution joint network transport capability-spiral (JNTC-S) and will eventually field the long-awaited war-
fighter information network-tactical (WIN-T) system. These newer systems are designed for reliable, secure, and seam-
less video, data, imagery, and voice services, which enable full-spectrum operations (FSO).

Communications does not happen magically. Commanders at troop/company/battery level up to BCT level must be
knowledgeable and involved in running the “network™ that exists in their organizations. Leaders cannot rely solely on
their signal military occupation specialty (MOS) soldiers to solve every problem and ensure entire network systems
function effectively. Commanders must now be knowledgeable and involved as lines of manning, training, and equip-
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EsT PRACTICES [

ping, outlined in the Army Forces Generation (ARFORGEN) model, do not necessarily line up to es- |
tablish a glide path for units on the ground as they prepare for future deployments. Oftentimes, BCTs
field personnel and equipment late in the model and have limited experience setting up and running net- Ir'
works. Most BCTs arrive at the National Training Center (NTC) without functional training on commu- /

nications systems at home station, forcing them to struggle with operating these systems for the first time |

during final collective training events prior to deployment. | /

With adding essential computer networks to communications within our formation, commanders need

to know what they have plugging into that network and that their antivirus and windows system update ||I
servers (WSUS) are functioning and protecting the entire network from attack. The company intelli- |
gence support team (referred to as ColST) has the capability to access nonsecure internet protocol router [J
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The Changing Battlefield
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As the gap between the tactical and strategic echelons
of the network decreases, our ability to execute network
operations (NETOPS) management and control has
increased in importance.

Figure 1. Network operations ISO G6/S6

network (NIPRNet) and secure internet protocol router network
(STIPRNet) systems. Poor business practices, or a lack of train-
ing and understanding, could easily result in information assur-
ance violations, at a minimum through spillage from a SIPRNet
to a NIPRNet, or the CoIST team inadvertently infecting the
SIPRNet with a virus, thus crippling the entire network. Business
rules and training are now paramount across the BCT to protect
our networks as access to the SIPRNet is now at an all-time low.

Leader checks of these “business rules” are critical to protect-
ing the entire network as the SIPRNet is available at the troop/
company/battery level. At the BCT and below levels, the status-
es of our command, control, communications, computers, infor-
mation, surveillance, and reconnaissance (C4ISR) systems now
drive friendly forces information requirements (FFIR) drafting
to keep commanders informed of issues within their network.
Brigade/battalion commander signal tactics, techniques, and
procedures (TTP) include:

e Understanding command and control (C2) structure:

» Relationships between brigade special troops battalion
(BSTB) commander, brigade S6, signal company com-
mander, network operations (NETOPS).

e Information assurance:
» All systems managed; server updates over the network.

» SIPRNet/NIPRNet access point (SNAP) integration into
ColST/stability and transition teams (STT).

e Communications and technical support requirements.

e Type of communications/Army battle command systems
(ABCS) assets inherent to the unit.
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e Spectrum requirements:
» Frequency modulation (FM), organic/nonorganic units.

» Unmanned aircraft systems retransmission (RETRANS)
capabilities.

e SharePoint:
» Enables knowledge management and collaboration.

e Network registration:

» Must be checked for any changes; if not correct, will not
connect to outside unit network.

e Digital/NET training.
e Communications security (COMSEC) requirements.

e Network/signal commander’s critical intelligence require-
ments (CCIR) and wake-up criteria.

Units now have the ability to communicate further, faster, and
with greater data throughput than ever before with robust voice
communications platforms, full-motion video capabilities, and
Blue Force Tracking systems. Commanders also have the abil-
ity to conduct face-to-face meetings with subordinate command-
ers through video teleconferencing (VTC), which enables im-
mediate feedback during ongoing operations. These systems be-
ing integrated into a single network has increased the impor-
tance of the signal community’s role in ensuring the command-
er’s ability to command and control all units across full-spec-
trum operations. As newer C4I systems are fielded, the BCT’s
challenges, although numerous, can easily be mitigated through
proper planning and training during home station operations. To
ensure signal teams are successful during full-spectrum oper-
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ations, the NTC has identified five ‘best practic-
es,” outlined below.

1. Signal team and systems training. First and
foremost, each signal team must conduct tough,
realistic, and relevant training prior to arriving
at the NTC. Signal training and maintenance
should be incorporated into every training sched-
ule for a BCT at home station. Weekly command
maintenance should include pushing out retrans-
mission (RTX) systems and conducting radio
checks, such as single channel and frequency-
hopping tactical satellite (TACSAT), with all ve-
hicles and tactical operations center (TOC) kits.
Units should also conduct communications and
electronic maintenance with all joint network
node and command post node (JNN/CPN) crews,
standing up their respective systems for training
and testing with the BCT NETOPS cell, while a
network tech leads training and maintenance ef-
forts. Quarterly signal team crew drill certifications (similar to
Bradley/tank table 8) should also be integrated into collective
training plans.

It is important to note that commanders will not completely re-
alize the weak links in their networks until they place a “load”
on the systems. BCT leaders at echelon can assist in this pro-
cess by implementing communications exercises (COMMEX(s)
as part of regularly scheduled maintenance periods and collec-
tive training events to “stress test” networks and gain proficiency
over repetitions. It is good practice to tactically execute the load
on these systems to avoid becoming reliant on something that
may be unavailable, such as fiber network, in a tactical environ-
ment. Roll outs from the motor pool should not occur without a
digital C2 exercise rehearsal (DC2R), which will enable the unit
to begin training with a functional network that can be stretched
out in training.

The BCT must stand up its entire “enterprise network™ to vali-
date network registration, advertisement, functionality, and in-
formation security posture prior to arriving at the NTC. This
should not be accomplished during the unit’s final field training
exercise (FTX), but rather in progressive phases. Dismounting
NIPR/SIPR stacks from shelters while conducting cable and
data exercises is a huge benefit to units unfamiliar with systems
or lacking skill sets.

The S6 should be involved with the TOC design, alongside the
S3 team, to develop a cable plan for wiring the TOC. This effort
helps reduce the time required to wire the TOC during subse-
quent setups and helps the S6 team estimate the amount of cable
needed for future FTXs. Units are encouraged to conduct full-
scale staff integration exercises (STAFFEX) where all ABCS sys-
tems are integrated into an exercise, regardless of how small or
seemingly insignificant. Soldiers become more proficient on
ABCS when they are ‘put in play,” as opposed to an afterthought.

Information assurance (IA) has become a major hurdle that af-
fects a rotational unit’s ability to transition from reception, stag-
ing, onward-movement, and integration (RSOI) to situational
training exercises (STX)/full-spectrum operations. The focus on
warfighter planning and training is disrupted when BCT S6
teams do not take proper precautions regarding information as-
surance; meeting regulatory compliance for all systems prior to

May-June 2011 =< ARMOR

“Leaders cannot rely solely on their signal military occupation specialty (MOS) soldiers to
solve every problem and ensure entire network systems function effectively. Command-
ers must now be knowledgeable and involved as lines of manning, training, and equipping,
outlined in the Army Forces Generation (ARFORGEN) model, do not necessarily line up
to establish a glide path for units on the ground as they prepare for future deployments.”

movement from the logistics support areas (LSA) is not negotia-
ble. Rotational units (RTU) that fail to meet compliance standards
lose valuable training time in the box. This is an area in which
commanders must be actively involved; failure to establish in-
formation assurance for the BCT and below network could cause
the network to fail when needed most for battle command.

Trained and disciplined signal teams include FM RTXs, NN,
and CPNs that can react successfully to “time sensitive opera-
tions” and adjust effectively to contingency missions. The key
to successfully trained signal teams and systems requires exten-
sive planning at the BCT S6 level, as well as support from the
network signal company and greater command emphasis. If
command teams are not supportive of signal team training, failure
is imminent.

2. Network tools and bandwidth management. Every com-
mander feels the need to have massive amounts of bandwidth to
push/pull products and C2 subordinate units in their battlespace.
Commanders at echelon and below must have the ability to ef-
fectively monitor the status of all links/systems higher and low-
er in their network; for example, Simple Network Management
Protocol ¢ (SNMPc) with all systems in your network. Com-
manders must have the ability to know/understand the health of
their links in terms of data loss, such as which links are losing
packets and why/where. Typical systems, such as Network MRI
and Solar Winds, are used to monitor network health at the bri-
gade level and reside in the brigade S6 shop. Commanders must
be aware of their network at all times due to its importance in
providing essential battle command.

The NETOPS section is the digital quick reaction force (QRF)
for the network and typically monitors the health of the brigade
network. It is important for the NETOPS team to baseline the
network, which enables it to track all computer/ABCS systems
on the brigade network. The NETOPS team should be verifying
if network tools are set up to ascertain how much bandwidth is
being used on any given link at any given moment, and what type
of activity is consuming the bandwidth such as the staff section
emailing operations reports 30MB and higher instead of 3MB
or lower. These large files adversely impact a network and slow
down the transfer of critical information between higher, lower,
and adjacent units.
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More than likely, units will need to implement procedures to
control bandwidth usage, especially at critical times, such as dur-
ing commanders update assessments (CUA), battle update briefs
(BUB), and concept of operations (CONOP) briefs. During cer-
tain events, decisions will have to be made regarding when to
shut down the portal and email exchange systems, possibly plac-
ing them on the battle rhythm to provide commanders and stafts
situational awareness. All staff sections should be made aware
of network limitations and have the ability to train the brigade
staff, as well as be given the proper tools to effectively use the
network. Properly managing the network enables all users to have
effective, efficient C2 capabilities. Key tasks for installing the
BCT enterprise network include:

e BCT S6:

v" Establish administrative control of all BCT network as-
sets.

v’ Establish BCT network registration with Network Enter-
prise and Technical Command (NETCOM).

v’ Certify all BCT signal crews in BCT (CPN/JINN/RTX).

v’ Certify BCT network servers and service.

v’ Plan the network based on operational requirements.

v" Submit satellite access/TACSAT requests for opera-
tion/training.

v" Conduct BCT switch exercises based on planned oper-
ational network.

v Conduct/validate BCT enterprise network testing/load

testing prior to exercise.
e BCT NETOPS:

v" Configure JNN/CPN wide area network based on oper-
ational network plan.

v Plan, brief, and issues team packets for all CPN/JNN
Crews.

v" Conduct training and certification of all BCT JNN/CPNs.

v Install, configure, and manage BCT wide area network
monitoring tools.

v" Provide C2 and systematic troubleshooting of BCT
wide area network.

e BCT Systems Administration:

v’ Establish domain network registration with NETCOM.

v" Build and certify all BCT network servers and services
(domain, portal, etc).

v Build and certify all BCT IA network servers and ser-
vices (windows, antivirus updates).

v Ensure TA compliance through managed updates for all
BCT systems.

v’ Establish and manage BCT helpdesk operations.

v Install local area network/TOC internal network infra-
structure (helpdesk, NETOPS).

e BSTB Signal Company Commander:

v/ Train and sustain BCT JNN/RTX/NETOPS crews.
v" Conduct joint communications planning with BCT S6.

v Employ/sustain BCT JNN/RTX/NETOPS assets per
BCT communications plan.

v~ Attend daily S6 sync meetings.

3. Battle tracking. “Seeing ourselves” and understanding sys-
tem statuses within the brigade at all times is crucial. Unfortu-
nately, seeing ourselves tends to be the last priority when it should
be the first, which affects commanders and signal soldiers at ev-
ery echelon. When considering how we should see ourselves,
four important questions arise: what systems do we have; what
systems can we use for missions; when is each system full mis-
sion capable, vice nonmission capable; and how quickly can we
get systems back into the fight?

All S6 teams should have a tracking board, with a by-unit list
of all C2 systems, displayed in the S6 shop to manage network
priorities based on the commander’s C2 intent. This board, which
is prominently displayed in open view of everyone in the S6 shop,
enables the team to quickly ascertain the status of any system
and its inherent capabilities. Tracking systems that include crit-
ical information at both brigade and battalion TOC levels pro-
vide the commander a visual representation of the network and
its functionality.

The next step is posting this ‘live update’ to the unit’s Share-
Point portal, which enables battle captains to routinely visit the
tracker when operations are forthcoming (proper

“Weekly command maintenance should include pushing out retransmission (RTX) systems
and conducting radio checks, such as single channel and frequency-hopping tactical
satellite (TACSAT), with all vehicles and tactical operations center (TOC) kits.”

battle tracking also focuses on S6 shop priorities).
Other important battle tracking tools include a “horse
blanket tracker” and a communications prescribed
load list (PLL) tracker, which displays the brigade’s
digital C2 assets and status. Considering the status-
es of our 30/60/90-day load for communications
PLL, it is imperative to keep systems full mission
capable or have the ability to quickly repair any non-
mission capable system.

Digital C2 systems are critical assets that enable
BCT staffs to C2 formations across full-spectrum
operations. To ensure situational awareness and in-
formation flow, several key concerns should be ad-
dressed; for example, is the late shift aware of our
status/priorities; what are our next priorities; and is
there a separate tracking board in the S6 shop for in-
ternal briefings that lists by-section work priorities?
Commanders who understand their network will re-
quire the BCT/battalion S6 to brief this information
daily at various update briefs. Daily shift-change
briefs that cover battle tracking ensure smooth tran-
sitions during any shift change and build confidence
in subordinates and other staff sections.
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4. Military decisionmaking process (MDMP)/
troop leading procedures (TLP). The participa-
tion of signal officers in MDMP/TLP critical tasks
training appears to be deficient. “Staying glued to
the S3” and understanding C2 requirements and the
commander’s intent for C2 of the battlespace is an
absolute necessity. Falling behind in the planning
process and not fully understanding the command-
er’s digital C2 requirements adversely impacts op-
erations.

To minimize adverse impact on operations, a prod-
uct that allows rapid communication of a simple
signal support plan to the brigade is a ‘must have.’
Keeping the signal support plan concept simple is
always important; for example, it can be illustrated
in a format similar to a one-page annex H on a Pow-
erPoint slide or command post of the future (CPOF)
pasteboard that clearly and concisely articulates the
support plan for any mission. The plan should also
include all pertinent information (verbalized clear-
ly and concisely) and identify all pertinent C2 node
locations, such as RTX locations/frequencies; field
artillery gun locations/frequencies; air weapons team
locations/frequencies; TACSAT frequencies; prima-
ry, alternate, contingency, and emergency (PACE)
plan; RTX team task and purpose; and frequencies
information. The S6 should ensure the plan is sim-
ple and passed on to the future/current operations
staff timely, which expedites any necessary adjust-
ments. If the mission is conducted on a compressed
timeline, follow up the fragmentary order (FRAGO)
with phone calls, teleconferences, and other means
with other S6 elements. Always ensure that the con-
cept of signal support is understood at the lowest
levels and could be considered an enhanced vehicle
drivers communications card.

5. Synchronization between the brigade and bat-
talion S6 signal teams and signal company (SICO).
Synchronization between the brigade and battalion
S6 signal teams and the SICO must occur frequent-
ly. A fundamental flaw within the signal community
is its inability to communicate a clear and concise
concept of signal support. Brigade and battalion S6
teams, along with the SICO, should communicate
daily through a synchronization meeting, which is
ideally published on the BCT’s battle thythm. Com-
munications and synchronizing signal support plan-
ning does not begin 24 hours prior to an operation;
it begins much earlier based on the BCT S6 staff un-
derstanding the current mission and providing its
plans on supporting the mission while incorporating the bri-
gade’s full signal capability package. Brigade and battalion S6
teams and SICO elements must synchronize efforts to ensure
seamless communications for all warfighters. The BCT S6 con-
cept of signal support should incorporate battalion S6 concepts
and vice versa.

During sustainment operations, the BCT battalion S6 teams
and SICO should arrange at least one conference, telephonic or
web, biweekly to share critical information and exchange ideas.
At echelon and below, all teams should understand signal con-
cepts and have the ability to react to shortcomings and friction
points to meet the commander’s C2 intent. With the number of
multiple subordinate headquarters continually increasing due to
the amount of C2 systems in formations, both in garrison and
deployed environments, there exists an amplified need for BCT-
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“Trained and disciplined signal teams include FM RTXs, JNNs, and CPNs that can react
successfully to ‘time sensitive operations’ and adjust effectively to contingency mis-
sions. The key to successfully trained signal teams and systems requires extensive
planning at the BCT S6 level, as well as support from the network signal company and
greater command emphasis. If command teams are not supportive of signal team train-
ing, failure is imminent.”

level oversight. The BCT S6 team is in charge of ensuring that
all C2 systems have the ability to provide the brigade command-
er ready and reliable battle command. The misconception that
the signal company or battalion owns the JNN/CPN is untrue.
The brigade commander owns all signal systems and it is the re-
sponsibility of the BCT S6 to properly manage those assets to
meet the commander’s intent and guidance for digital C2 com-
munications. This brigade commander and BCT S6 relationship
also exists at the echelon level.

Depending on how the SICO is arrayed and its location on the
battlefield, it plays a vital role in supporting the brigade staff
with wide-area network (WAN) connectivity, as well as VTC
suites and full-motion video support. The SICO must know and
understand what missions the brigade needs to accomplish to
fully support full-spectrum operations. Having the ability to plan
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without formal orders is a key component for conducting syn-
chronization meetings. With all teams on the same sheet of mu-
sic, signal assets can be surged or redirected to support the BCT.
The signal company executes all signal missions as dictated by
the BCT S6; therefore, it is imperative they understand all sig-
nal concepts of support. Synchronization between higher and
lower signal teams is a key function that ensures concepts of sig-
nal support are capable of providing reliable communications.
A few critical questions that should be addressed to limit fric-
tion points include: what issues do the battalions have; what re-
sources do they have (if there are shortcomings); what can the
brigade commo team provide; and how can we better support
our subordinate warfighters with digital C2 systems?

The ABCS systems and capabilities will continue changing
dramatically as modularity effectively extends the battlefield.
For brigade signal teams, having the ability to effectively man-
age and meet the commander’s C2 requirements are contingent
on following the five “best practices” described above. Leaders
must also ensure that training and guidance are provided to build
the skills to enable battle command within their organization, as
well as understand the capabilities of their network and what
checks they need to make to ensure that the organization’s C4ISR
systems are available and reliable. Units with leaders who wash
their hands of the details and leave it all to the signal MOS sol-
diers will either knowingly or unknowingly risk their ability to
command their organization.

Part lI: Battle Command Common
Services (BCCS) Challenges

During a recent NTC rotation, a unit arrived confident that its
network architecture had been fully tested and validated dur-
ing events 1 through 3 of its home-station ARFORGEN battle
command system of systems integration training (BCSoSIT).
However, during the RSOI stage of rotation, it became increas-
ingly evident that the TOC fielding and home station tactical
communications exercise (COMMEX) failed to meet standard,
or if standard was achieved, it was far too low. The observation
was made based on problems that arose with their enterprise
server suite that houses various capabilities, such as WSUS, Sy-
mantec EndPoint (SEP) antivirus server, and Microsoft Office

SharePoint portal server. A power outage in the RSOI yard proved
catastrophic when stack 1 of the enterprise server suite, which
houses domain controller (DC) 1, WSUS, SEP, and SharePoint
virtual machines, and the brigade’s disaster recovery stack, failed.
Figure 2 illustrates some of the issues resulting in the crash of
DC 1 and the residual effects felt by the RTU.

Normally, the RTU has the ability to ‘power down’ its server
stacks with the assistance of a fully functioning uninterrupted
power supply (UPS) that has enough ‘spare’ power for opera-
tors to power down systems during power loss. However, this
unit did not have a properly working UPS and was unable to
conduct power down battle drills to standard. The damages
caused by this event were significant, which was evident sever-
al days later. These damages could have been averted if the
RTU had a properly maintained UPS (10/20 standards) and serv-
ers configured to replicate the data between BCCS server stacks
(see Figure 3).

The need to conduct relevant BCSoSIT events becomes increas-
ingly important during training events 2 and 3. Typically, the
NTC is aware of brigades conducting ‘vanilla-type’ field train-
ing exercises where units continually conduct closed network
training without fully stressing the network. Until all brigade
and battalion ABCS and SIPRNet/NIPRNet client systems are
added to the domain, a network is not stressed. Leader oversight
and influence becomes necessary in ensuring the proper enabling
learning objectives reflect the true nature of the digital systems
architecture. Between brigade/battalion commanders and their
operations officers, these learning objectives should be nested
with the brigade commander’s digital C2 intent.

By fully stressing the brigade’s digital C2 network, units can
identify friction points with bandwidth management, knowl-
edge management, and client user proficiency. Units that opt not
to stress their networks prior to NTC rotations will no doubt ex-
perience the ramifications of connecting together all ABCS and
network systems for the first time. The RTU should also be aware
that these actions compete with all its other demands during
RSOI training. There is not enough time to properly conduct cli-
ent management and information assurance compliancy in a
time-constrained environment.
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Battle Command Common Services (BCCS)

TAC
BDETOC #1 BDETOC#2 Tactical Attack Center Disaster Recovery
The recommendation to fully stress
a brigade’s digital C2 network prior
to actual exercises is nothing new, . . snap s vauts
and recent trends at the NTC speak A PR P - W |

for themselves. Figure 4 provides the

i Vi | C 4:
proper progression between events 1 irtual Center

Virtual Center 1: Virtual Center 2: Virtual Center 3:
Provides System

. . . e bc3 Dcs Recourses
and 3 as units conduct integration -l e e s fie, RAM)
training at home station. NTC com- sai “alz s i
bat trainers assisted the RTU by re- e e sUs ("egw
building its BCCS server stacks be- Antivirus Aot Aot VM Snzp ShotFas
cause it lacked the necessary exper- BCS servers s e s 2saar
tise to perform this operation. Pri- POV
or to its rotation, the BCT was not FAS L :LPZ FAS 3 Vault
manned with a signal systems tech- - == — L

nician warrant officer (254A) to man-
age its network, and the senior sig-
nal systems noncommissioned offi-
cer (NCO) simply lacked the techni-
cal ability. These personnel shortag-
es caused a ripple effect across the 45 > il Storage [harddrve]
BCT by impeding the RTU’s ability ups

to provide basic services, or even
network connectivity, based on the
brigade’s failure to maintain full con-
trol of its network, which became in-
creasingly vulnerable to viruses. The
decision was made to ‘close off” the network to the ‘real-world’

Battle Command System Overview:

DC 1 > Active Directory, DNS/Print Server
DC2

Exchange 1 > Email

Exchange 2 > Email

SQL Server > Portal Database

MOSS - (Microsoft Office SharePoint Server)

BCS Server * Snap Shots need to be taken every 2 hours per day (12).

- PASS (Publish And Subscribe Server)
- NRTS (Near Real-Time Server)
- AIC (Army Internet Controller)
CPOF (Master Replication / Mid-Tier Server)
- Ventrillo

11 days can be stored on the FAS. Oldest Snap Shot is vaulted
to the Disaster Recovery Stack.

1. Reduces the amount of lost data.

2. Allows unit to store data at a different location.
WSUS > (Windows Services Update Server) 3. Datarecovery (i.e. email, portal).

SEP > (Symantec EndPoint) [Anti-Virus]

Juapuadaq ay

Virtual Machine (VM) Snap Shot Exchange, MOSS, SQL, WSUS

Figure 3

recovery server, the power outage would have been just another

while the RTU completed the lengthy tasks of rebuilding the serv-
er and ensuring information assurance conformity prior to roll-
ing to ‘the box.’

This catastrophic event further reinforced the need for signal-
specific battle drills. The human element makes it necessary to
confirm an identified digital PACE plan. Had the RTU prop-
erly replicated data between its DC 1 and 2, or even its disaster

minor, easily recoverable incident.

Recently, a BCT arrived at the NTC without a fully registered
and accredited tactical server stack, and its primary servers and
services were not configured (see Figure 5). This failure result-
ed in increased manpower and lost training days until the unit
was fully mission capable and permitted to transition from RSOI
to STX/full-spectrum operations. The JNN/CPN were the only

Command Post Integration Training
Key Tasks:
— Establish the command post
« Establish the Standardized Integrated
Command Post System (SICPS)
« Establish the power grid
« Establish section cells
« Establish the network — Publish unit order
« Conduct command post network — Process CCIR
validation (voice and data)
END STATE: Successful integration of all
command post equipment. Unit is confident in
its ability to setup and integrate its equipment
and restore capability upon major failures.

Key Tasks:

order

Battle Command System of Systems Integration Training
(BCSoSIT for BCT Events 1 thru 3)

Staff Integration Training

— Process higher command’s operations —

— Develop staff products
— Create a common operational picture

— Conduct a collaborative briefing using —
information systems (INFOSYS)

— Execute practical exercise

END STATE: The staff has increased
confidence in abilities to execute command
post operations by collecting, processing,
displaying, disseminating, and storing
relevant information using INFOSYS.

Command Post Integration Exercise
Key Tasks:

Tailored to a specific unit training event,
i.e., existing command post exercise

— Provide over the shoulder support to unit
battle staff in command post

Unit training objectives focused on
integration of command post equipment
(Information Systems (BC Systems),
Network)

END STATE: The battle staff has confidence
in its ability to establish the command post,
manage tactical information, and conduct
command post operations.

Figure 4
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XX BCT Signal Network
“Road To War” P |

Current XX BCT Network

Redundant Network Servers
Exchange Email

Asset visibility

JNN/CPN Redundant HCLOS
RETINA / QTIP Network Scans
BCT Network Monitoring Tools
Automated Help Desk Operations
CAT5 and Network PLL?

XX BCT RSOI Network

XX BCT Deployed Network

Considerations

BCT JABBER/MIRC Server
FOB Network Support

BCT NIPR Servers/Services
Signal Entry Package

SC TACSAT Network

TPE Automation

TPE Signal Sys (SNAP/AN80)
Power 120 vs 210

Power Generation Maintenance
Kuwait DOIM Requirements
Network/Automation PLL
“Black Out” Procedures

Horse Blanket Tracker (Portal)

however, the base line had been es-
tablished and validated prior to its
upcoming deployment. Remaining
deficiencies would have to be cor-
rected at home station because there
was no time for adjustments before
the unit’s signal equipment was load-
ed for transport to theater.

FM Fires Net
XX BCT Network Registration MBCOM/C2V
Primary Servers and Services CPPs

WSUS Servers/Services
SEP Servers/Services
Information Assurance
JNN/CPN Satellite Network

XX BCT Network Registration
JNN/CPN Satellite Network
Primary Network Servers/Services
SAV/WSUS IA Services

During home station training, it is
imperative that units use proper pro-
cedures to ensure the enterprise serv-
er suite is fully mission capable, thus
starting with registration and accred-
itation of that tactical server stack.

Figure 5

systems configured to Army standards; however, this brigade
had just been fielded with the proper equipment a few months
prior to rotation, and the RTU had the necessary warrant offi-
cer technical expertise within the brigade.

It was evident, based on a lack of registration and accreditation,
that BCSoSIT events 1 through 3 were not properly trained to
standard during ARFORGEN reset and prior to rotation. A lack
of understanding, minimal command-level influence, and a gen-
eral lack of concern within the signal team were all contributing
factors. When the RTU completed its NTC rotation, its enterprise
server suites were registered, accredited, and fully mission capa-
ble. There were still many areas in which the RTU was delinquent;

For the unit to be fully advertised,
server domain controllers, such as
Microsoft Exchange and Microsoft
Office SharePoint Services (MOSS),
must be registered with NETCOM (advertising) and Defense In-
formation Security Agency (registration) by proper server sys-
tem name and internet protocol (IP) address specific to that sys-
tem to allow fellow brigades outside of the domain to interact via
the SIPRNet.

During BCSoSIT events 1 through 3, it is very important that
brigade-level units fully ‘strain’ servers and replicate ‘real-
world’ scenarios by using all capabilities battle command sys-
tems provide. This means linking/replicating all data across
BCCS servers and straining network architectures by employ-
ing various ABCS 6.4 system of systems suites, such as tacti-
cal battle command suites (CPOF), Force XXI battle command-

it
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“The BCT S6 team is in charge of ensuring that all C2 systems have the ability to provide the brigade commander ready and reliable battle command.
The misconception that the signal company or battalion owns the JNN/CPN is untrue. The brigade commander owns all signal systems and it is the
responsibility of the BCT S6 to properly manage those assets to meet the commander’s intent and guidance for digital C2 communications.”
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brigade and below (FBCB2), all-
source analysis system/distributed
ground station-Army (DCGS-A), ad-

BCT Responsibilities

Enterprise network registration .
Information assurance compliancy .
= WAN/LAN network monitoring
Establish C2 structure

Validate C2 network structure

Balancing BCT/Battalion C2 Responsibilities

Battalion Responsibilities

Information assurance compliancy
LAN management support
= Understand C2 structure

= C2 node placement

vanced field artillery tactical data + C2 node placement = BN signal support plan
system (AFATDS), and battle com- = BDE RTX placement ISO battle command = Bottom up refinement for C2 plan
mand sustainment and support sys- = Digital /new equipment training = BN RTX placement
tems (BCS3), into FTXs to get a re- = Parallel planning with battalion S6és »+ COMMEX with brigade elements prior
alistic idea of what each unit can = Signal asset visibility deployment
and cannot accomplish based on a * UAS RTX capabilities = Information sharing via SharePoint
bandwidth-constrained environment. * SharePoint administration - COMSEC responsbilities
Commanders must ensure signal * COMSEC custodial duties ) o

. K . . - = Follow signal CCIR / wake-up criteria
teams are rephcatlng data across the = Establish signal CCIR / wake-up criteria

entire enterprise server suite, thus val- = SNAP integration

idating that TOC stacks 1 and 2, and

= SNAP operation

TAC stack 3 are communicating and L
sharing data across the domain con-
trollers for user authentication pur-

A

poses and management of client sys-
tems on the network. Also, verifying
that the disaster recovery suite (stack
4) is properly configured for “snap-mirroring” primary server
stacks (usually stacks 1 and 2) and constantly backing up and stor-
ing database mirrors prevents total catastrophic data loss. Sig-
nal teams must also make time to conduct battle drills of likely
incidents, such as power failure, that will most likely occur while
operating and managing an enterprise server suite.

Figure 6

Based on recent experiences, excluding the brigade S6 team
and field service representatives, most, if not all, leaders are un-
concerned with enterprise server suites, C2 architectures, or over-
all networks. As far as most commanders are concerned, the
signal team installs, operates, and maintains these systems in
support of the brigade, and as long as email or portal access re-
mains uninterrupted, there is little concern otherwise. This par-
adigm needs to change; commanders must be knowledgeable
and involved in their organization’s networks, they cannot sole-
ly rely on signal soldiers to manage entire network systems. It
is counterproductive to assume that the blinking green light in-
dicates that all systems are “a go;” information digits must flow
across the network from system to system to be viable.

Commanders at echelon play a much greater role in distribut-
ing C2 responsibilities and managing networks, as illustrated in
Figure 6. Network management is no longer solely the concern
of brigade or battalion signal officers, but instead a combined ef-
fort in responsibility. Balancing responsibilities requires all vest-
ed parties to step up and ensure individual capabilities are em-
ployed, which enables full battle command. Although the bri-
gade indicatively has greater roles and responsibilities in pro-
viding and enabling C2 across all formations, all battalions com-
prise a vital piece of the overall puzzle. Any failure at echelon
increases the risk of units being unable to communicate both ver-
tically and horizontally. A brief depiction of C2 responsibilities
is represented in Figure 6; however, it is by no means all encom-
passing and can be dependent on BCT activities.

Based on current events at the NTC, full-spectrum operations
commanders demand quick, responsive, reliable communica-
tions systems and capabilities throughout their battlespace. To
enable best practices and overcome challenges, commanders at
echelon and below must perpetrate a more active role in AR-
FORGEN BCSoSIT events 1 through 3. Commanders must
also conduct validation checks across formations to ensure net-
works have been stressed appropriately in accordance with en-

May-June 2011 =< ARMOR

abling learning objectives. Executing home-station COMMEXs
must be meticulously coordinated events and, in some cases,
evaluated by division G6 subject-matter experts. As there is no
final “validation” conducted by the BCSoSIT team, progress
made during event 3 must be approved by a brigade command-
er who understands the network and its clients and has confi-
dence in the unit’s abilities to conduct battle command effec-
tively across its formations. Fully understanding roles and re-
sponsibilities within each brigade combat team in regards to in-
stalling, operating, and managing Army networks is a combined

effort at echelon.

Lieutenant Colonel Thomas Mackey is currently a brigade senior combat
trainer, Operations Group, National Training Center, Fort Irwin, CA. He re-
ceived a B.A. from California State University-San Bernardino, and a
M.A. from Webster University. His military education includes Infantry Of-
ficer Basic Course, Airborne School, Ranger School, Infantry Officer Ad-
vanced Course, Bradley Infantry Fighting Vehicle Commander Course,
Battalion Maintenance Officer Course, Combined Arms and Services Staff
School, and U.S. Army Command and General Staff College. He has
served in various leader and staff positions, to include task force senior
observer controller, Scorpion 07, Operations Group, National Training Cen-
ter, Fort Irwin; commander, 2d Squadron, 14th Cavalry, Schofield Bar-
racks, HI, and during Operation Iraqgi Freedom (OIF) 07-09; executive of-
ficer (XO), 1st Brigade, 25th Infantry Division, Fort Lewis, WA, and OIF IlI;
and S3 and XO, 3d Battalion, 21st Infantry, Fort Lewis.

Major Ernest Tornabell 1V is currently a brigade senior combat trainer,
Operations Group, National Training Center, Fort Irwin, CA. He received
a B.S. from University of Central Florida and a M.Ed. from American In-
terContinental University. His military education includes Signal Officer
Basic Course; Area Nuclear, Biological, and Chemical Officer Defense
Course; Unit Motor Pool Operations Management Course; Unit Supply
Operations Management Course; Signal Captain Career Course; Com-
bined Arms and Services Staff School; and Intermediate Level Educa-
tion, U.S. Army Command and General Staff College. He has served in
various leader and staff positions, to include brigade signal officer (S6),
4th Brigade, 101st Airborne Division (Air Assault), Fort Campbell, KY; bat-
talion operations office (S3), Allied Forces North Battalion, U.S. Army
NATO, Joint Forces Command, Headquarters, Brunssum, The Nether-
lands; commander, 1st Company, 1st NATO Signal Battalion, Maastricht,
The Netherlands; and commander, Company B, 40th Signal Battalion,
11th Signal Brigade, Fort Huachuca, AZ, and during OIF | and II.

35



36

By far, discipline is the most important
attribute of every U.S. Army leader and
soldier; without discipline, our Army is
nothing. Simply counseling soldiers does
not always effectively solve the problem,
nor does it always correct it. The Army
has gone soft in the past few years; un-
fortunately, it is happening during a time
of war.

Today, the Army is experiencing a wide-
spread decline in discipline among its
ranks that was not as common 5 five years
ago; thus, these concerns have now be-
come serious problems. Our noncommis-
sioned officers face major challenges on
the subject of ‘good order and discipline’
based on the restrictive nature of our cur-
rent ‘kinder, gentler Army,” which causes
soldiers, and even some leaders, to have
serious discipline issues. Poor discipline
has an extremely negative effect on the
overall Army mission — it degrades com-
bat effectiveness! This article does not
intend to point fingers at anyone, it is
meant to address serious discipline issues
among the ranks of our Army during a
time of war.

I am by no means the most experienced
noncommissioned officer in the Army,
but I am well rounded and have enough

experience, both in combat and garrison,
to realize a decline in our fundamental
forms of discipline will eventually lead
to substantial problems. I have witnessed
firsthand, on countless occasions, ill-dis-
ciplined soldiers directly violating the
good order and discipline they should
have learned in basic training. These sol-
diers and officers walk around carelessly
with blatant uniform deficiencies, hands
in their pockets, unbuttoned pockets, un-
authorized eyewear, incorrectly wearing
headgear, patches, and badges, which
breed insubordination and disrespect, and
distort the line between right and wrong.
Noncommissioned officers are accepting
these alarming behaviors, not necessari-
ly because they are afraid to make cor-
rections, but most likely because they are
afraid of possible consequences. It is sim-
ply amazing how many programs in to-
day’s Army would rather blame the lead-
er than hold a soldier accountable for his
actions; if we intend to correct these de-
ficiencies at lower levels, then we are ob-
ligated to start with ourselves.

During October 2010, during a rotation
at the National Training Center, I actual-
ly had a soldier try to physically fight me.
I was standing in line at the dining facil-
ity and two of my soldiers had just re-

turned from a mission, so I let them in
front of me. The soldier behind me (who
had recently been demoted, as I was un-
aware of at the time) began to make com-
ments such as, “Oh, I guess I’'m not even
in line.” I turned to the soldier and ex-
plained to him that I had let my soldiers
eat before me, which is what a good lead-
er should do. From there, the situation
escalated; threats were made, even after [
identified myself by rank and name. De-
spite the fact that I had identified myself
as a staff sergeant in the United States Ar-
my, the soldier remained insubordinate,
which was shocking!

The outcomes of ill-discipline in the Ar-
my have been negative, not only for lead-
ers, but for the Army as a whole. A lack
of discipline during combat can result in
your death, or worse, result in the loss
of one of your soldiers. The one thing a
leader fears most during combat is losing
a soldier. The best loss-prevention tactic is
discipline. If they can’t portray basic pro-
fessionalism, such as obeying orders in
garrison and maintaining military bear-
ing, they will certainly and quickly be-
come a liability on the battlefield, not only
to themselves, but they will place their en-
tire unit at risk. So, why is it so difficult
to maintain good order and discipline?
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The overall image of the Army is up for
debate, which may be due to several fac-
tors. The Army has been at war for 10
years now and many citizens think it is a
mistake. Most of our noncommissioned
officers feel their “hands are tied behind
their backs,” which is why it is vital for
units to take the initiative to maintain
good order and discipline. As for the inci-
dent at Fort Irwin, I contacted the soldier’s
squad leader, who upheld the soldier. We
discussed the issue for about 10 minutes;
realizing that the conversation was wast-
ed time, I walked away.

Lessons Learned

The lack of discipline among our ranks
should not surprise our leaders; the de-
cline has been gradual over the past 5 to
10 years, yet appears to have been ig-
nored. An ill-disciplined unit in combat
runs great risk at becoming a dead unit in
combat. The absence of discipline places
every soldier on a combat patrol at dire
increased risk. Disciplined soldiers have
the capability to be constantly aware of
their surroundings while manning obser-
vation posts for up to 72 hours, which re-
quires tireless energy, constant loyalty,
devotion to duty, and the ability to make
personal sacrifices to secure the post and
ensure it remains undetected; otherwise,
the entire mission would be compromised.
Without a high level of discipline, which
develops the ability to remain calm dur-
ing extremely stressful situations, soldiers
lose lives, which is an extremely high
price to pay. We should all respect the
“Creed of the Noncommissioned Officer,”
when we witness an act of insubordina-
tion or any instance of ill-discipline: “My
two basic responsibilities will always be
uppermost in my mind, the accomplish-
ment of my mission and the welfare of my
soldiers.”

To ignore the art of discipline in the U.S.
Army is to ignore the very institution and
everything it stands for. As [ pondered the
privileges and sense of entitlements sol-
diers enjoy today, I was reminded of a
story I’d heard, which not only serves as
a good example of our lack of discipline,
but reaches the very core of the problems:
“I decided to head to the PX and get a hair-
cut and as [ approached the entrance to the

for leaders, but for the Army as a whole. A lack of discipline d
bat can result in your death, or worse, result in the loss ¢

PX, I saw a several privates smoking cig-
arettes and talking on cell phones. I looked
around and noticed the drill sergeant sit-
ting in the truck. I was shocked! I remem-
ber, just a few short years ago, when I
was in basic training we weren’t allowed
to smoke and it was a privilege to call
home once a week; we didn’t even get a
weekend pass until week 20 of training!”

Many agree that the Army today isn’t
quite what it used to be. Unfortunately,
this severe weakness is the core compe-
tency that we cannot afford to ignore and
it couldn’t have happened at a worse time.
“Leading by example” is the first step!
Each and every leader can make a differ-
ence, especially at squad and platoon
levels. Leaders have to take the initiative
to maintain good order and discipline in
their units; stop waiting for “further guid-
ance,” the situation warrants immediate
attention. Noncommissioned officers need
the power that they once had. The ‘pas-
sive parenting’ approach to good order
and discipline is failing — miserably! In
my eyes, this approach has effectively
stripped drill sergeants of their power
base, thus removing the stern, authoritar-
ian approach essential to instilling good
order and discipline. Once upon a time,
sergeants were thought to have “the pow-
er of God himself;” although this is an ex-
aggeration, it doesn’t change the fact that
we are obligated, as leaders, to not only
lead by example, but infuse discipline in
our soldiers, before it is too late — battle
skills are useless without discipline.

As a professional noncommissioned of-
ficer, I will not tolerate a lack of disci-

pline among my soldiers, nor should any
leader. I will not allow this obstacle to
thwart the sacrifices that countless sol-
diers, including myself, have made, gen-
eration after generation, to be destroyed
or taken away, nor should you. I will not
accept powerlessness as a noncommis-
sioned officer, not ever, not in my Army.
I will always support my superiors and
their intent; it is not my position to ques-
tion why, but to ‘do or die.” So, until I am
the sergeant major of the Army, we will
have to adapt and overcome, just as good
leaders always do. Then again, isn’t that
what discipline is all about?

Staff Sergeant Christopher P. Wilson is cur-
rently a scout section leader, Kilo Troop (OP-
FOR), 2d Squadron, 11th Armored Cavalry
Regiment, Fort Irwin, CA. His military educa-
tion includes Basic Airborne School, Unit Ar-
morer Course, Opposing Force (OPFOR)
Supply and Emplacement Team Course, OP-
FOR Terrorist Training Camp Academy, War-
rior Leader Course, Armor Advanced Leader
Course. He has served in various leadership
positions, to include section leader and in-
surgent cell leader, Kilo Troop (OPFOR), 2d
Squadron, 11th Cavalry Regiment, Fort Irwin;
squad leader and M240B gunner (dismount-
ed), Anvil Troop, 1st Squadron (Airborne), 91st
Cavalry Regiment, 173d Airborne Brigade Com-
bat Team (ABCT), Bermel, Afghanistan, and
Schweinfurt, Germany; grenadier, A Troop, 1st
Squadron (Airborne), 91st Cavalry Regiment,
173d ABCT, Bermel, Afghanistan; and scout
driver, Headquarters and Headquarters Com-
pany, 1st Battalion, 36th Infantry Regiment,
1st Brigade Combat Team (BCT), 1st Armored
Division, Al Hit, Irag.
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Knowledge Management Integration

by Major Clint Tracy

From July 2006 until January 2009, 1
was assigned to the National Training
Center as an observer controller (OC).
Following that assignment, [ was assigned
as a battle group (battalion) trainer, Ca-
nadian Maneuver Training Center, where
I have observed 27 rotations of heavy,
Stryker, and infantry brigade combat
teams (BCTs) headed to Iraq and Afghan-
istan. As the wars change in each theater,
the scenarios for rotational units do as
well. However, one thing has not changed
— the BCT’s most complex fight is inside
the tactical operations center (TOC) and
knowledge management remains the heart
of the issue.

Key Mistakes

Based on trends and events from data
collected at various training centers, there
appears to be a cyclic nature to a handful
of familiar training shortfalls, to include
personnel changes, lack of data (lessons
learned) from previous deployments, lack

of a knowledge management plan, and
inheriting bad habits from handoff units.

Personnel changes. “We assume risk
and push everyone to the line units then fill
the staff last,” is the prevailing attitude on
staffing at both battalion and brigade lev-
els. In an average of 40 months, only a few
staff officers stay in position for more than
6 months. Those officers who do stay in
position for 6 months or more will move
to another job immediately following ro-
tation. Reality tells us that when we con-
stantly move key personnel, much of our
capability goes with them. A staff gets
about one or two collective training events
during a train up. Therefore, the obvious
decision is to staff your staff first; inar-
guably, it is the foundation of develop-
ment and training. From the standpoint
of complexity, lethal operations and some
nonlethal operations at the company lev-
el are pretty straight forward. However,
receiving, analyzing, and distributing in-

formation, as well as producing orders,
on compressed timelines is considerably
more complex; therefore, a well-trained
staff is vital to the overall success of the
unit.

Lack of data (lessons learned) from
previous deployments. When preparing
for redeployment, data and systems man-
agers tell us we can’t bring any operation-
al data back from theater, so these data
managers delete all of our information and
wipe out a year’s worth of data/refine-
ment. Not only do we lose the crucial stan-
dard operating procedures (SOPs) and tac-
tics, techniques, and procedures (TTP) we
developed down range, but once we re-
deploy, we also fail to capture lessons
learned for the unit. Again, great inten-
tions, but it never happens; soldiers re-
turn home, take leave, and then PCS. The
new leaders have to start from scratch,
and always with: “Didn’t these guys have
a SOP?”

ARMOR =< May-June 2011



Lack of knowledge management plan.
Knowledge management sounds easy;
however, when you sit down and do some
analysis, it is the staff’s most complex
task. In the BCT TOC, there are no less
than 20 different sources of information
that must be managed as it arrives, as it
is processed, and as it exits the manage-
ment process. There are Army battle com-
mand systems (ABCS), such as operations
summaries, intelligence summaries, un-
manned aircraft system (UAS) reports,
subordinate unit patrol reports, reports
from adjacent units, local media, human
intelligence (HUMINT), signal intelli-
gence (SIGINT), imagery intelligence
(IMINT), reports from host nation secu-
rity forces, and many others. The volume
of information flowing into a TOC quick-
ly overwhelms a staff; therefore, it is crit-
ical to establish how you will develop
staff systems to enable the staff to iden-
tify what they need to know, who has a
need to know, available assets, and what
the information is tied to. Without a sound
knowledge management plan, time-sen-
sitive information and targets are incapa-
ble of being engaged when the opportu-
nity arises, affecting our ability to influ-
ence our area of operations, as well as im-
peding mission accomplishment.

Inheriting ineffective systems from
handoff units. It is a big deal when sys-
tems fail, especially when you are in the-
ater. The key here is to develop a system
that you know works; a system that your
staff and units can empower. The trend
all too frequently results in units wasting
an entire train-up trying to isolate and fix
systems issues. This may be an accept-
able risk if the unit is ‘deploying’ to Fort
Irwin or Fort Polk; however, units deploy-
ing to theater should avoid, at all cost, the
risks associated with developing any type
of system while in contact.

The Plan

Knowledge management is much more
than a few PowerPoint slides depicting
your vision of how to receive information.
The staff must have the ability to receive,
analyze, and distribute information on
compressed timelines. The best way to
manage this process is to comprise a ho-
listic plan that covers all aspects of knowl-
edge management and is integrated into
the unit TOC’s SOP.

Defining what is important. Simply
said, the staff must define the command-
er’s critical information requirements
(CCIR) through the military decisionmak-
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ing process (MDMP). Our current doc-
trine defines CCIR as priority informa-
tion requirements (PIR) and friendly
forces information requirements (FFIR).
These two requirements need to be re-
fined based on mission and tied to a deci-
sion. Most staffs overlook this fact or pro-
vide a list of 20 or more information re-
quirements not tied to any decisions.

CCIR is not posted at every workstation
in the TOC; instead, it is either computer
accessible or posted on a ‘news’ board
across from the radio operators. Typical-
ly, this information comes in via radio op-
erators, who not only operate radios, but
also receive information from both high-
er and subordinate headquarters; there-
fore, every workstation should have a
copy of the CCIR within immediate reach.
As information is received, radio opera-
tors scan lists to determine if the infor-
mation received is CCIR or routine in-
formation. Once CCIR are approved and
distributed (to the staff and subordinate
headquarters), a framework for reporting
exists, which is the first big step in getting
mission critical information reported rap-
idly and accurately.

Developing the SOP. Once a frame-
work is established, all members of the
brigade and battalion must understand
how information is meant to flow to the

TOC. Every unit is required to submit rou-
tine reports; therefore, choosing the best
format, such as PowerPoint, Excel, or
Word, is critical. To offset the large amount
of bandwidth required to send Power-
Point presentations, leverage the ability
of ABCS systems to import and export
data in Excel. Submitting reports in Ex-
cel allows staffs to directly pull informa-
tion into their systems. This may not ap-
ply for some reports, but if everyone has
an understanding of formats and systems
[many may be available on command post
of the future (CPOF)], send the report —
the unit is on the right track. The largest
single source of wasted time and inac-
curate reporting is personnel at multiple
echelons duplicating report data, or sev-
eral staff personnel entering data on mul-
tiple systems. The phrase “single input
multiple access” should be a ‘flat ass rule’
in all knowledge management SOPs,
which would prevent multiple differing
reports on a single event and save thou-
sands of man hours.

Another common mistake is made when
staff officers store working files or doc-
uments on their desktops. Inevitably, as
soon as somebody departs the TOC, some-
one will need data from a file, which can-
not be accessed given that it is stored on
the desktop of the person who departed.
To avoid a potential crisis, store all data on

“Based on trends and events from data collected at various training centers, there appears to be
a cyclic nature to a handful of familiar training shortfalls, to include personnel changes, lack of data
(lessons learned) from previous deployments, lack of a knowledge management plan, and inher-
iting bad habits from handoff units.”
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tecture for a shared drive.

Data is categorized by staff sec-
tion, month, week, and day, al-
lowing the staff to search col-
lected data by date, which is ex-
tremely helpful in searching for
specific items produced during
specific timeframes. This meth-

Figure 1. Shared Drive File Architecture

a shared server or drive. There are sever-
al ways to implement this type of system:
SharePoint is one technique and others
prefer shared drives or storing data on
Army Knowledge Online (AKO).

The U.S. Army knowledge centers (AKO
and AKO-SIPRNet) are effective tools
that enable organizational units to store
unlimited data on either system; thus,

averting the issue of unobtainable data.
By simply moving data to one of these
knowledge centers (AKO-S for sensitive
information and AKO for nonsensitive
data), it is available every time you log
onto the net. AKO allows users to limit ac-
cess to specific individuals or build cus-
tom groups, thus protecting data and en-
suring access to only those with a need
to know. Figure 1, Shared Drive File Ar-

“...the staff must define the commander’s critical information requirements (CCIR) through the military decision-
making process (MDMP). Our current doctrine defines CCIR as priority information requirements (PIR) and
friendly forces information requirements (FFIR). These two requirements need to be refined based on mission
and tied to a decision. Most staffs overlook this fact or provide a list of 20 or more information requirements not
tied to any decisions.”

od enables the staff to generate
time-based trends for various ac-
tivities such as significant activ-
ities (SIGACTS). This system
can also be applied to CPOF and then
used by the staff for predictive analysis.
Naming conventions, which will be used
for files, is the final step for building
network architecture. Based on my ex-
periences, the best method is to cite the
file designation, then the date, and fi-
nally the author’s name in parenthesis;
forexample, Battle Update Brief 040630,
May 09 (Tracy).ppt.

This citation style allows

anyone who accesses the file
to immediately identify the
contents of the file, establish
when the data was entered,
and verify the document’s
point of contact. For exam-
ple, if the staff needs histori-
cal data on a certain trend, or
an investigation arises, these
files can be accessed rather
quickly, which saves a great
deal of time and resources in
trying to otherwise find con-
tact information.

Once a baseline for report-
ing is established, the next step
is analysis. In many cases, the
primary staff is thought to
conduct analyses; however,
there are many other person-
nel available to analyze infor-
mation and discuss conclu-
sions with the primary staff of-
ficer. In fact, there should be
a core group of personnel who
review CCIR and make rec-
ommendations on collected
data, to include what, if any,
decisions/operations are to be
executed based on collected
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data. On the other end of the spectrum,
routine data or information requirements
should be received and analyzed during
the targeting process. Some information
will immediately drive a decision, other
information may drive the requirement to
execute aconcept of operation (CONOP),
but key personnel should review the in-
formation and ensure an agreement, or at
least a healthy debate, prior to recom-
mending a specific course of action. In
either case, it is critical to identify per-
sonnel to review data and come to a con-
clusion, which is briefed to the primary
staff and potentially the commander, de-
pending on the situation.

The final ingredient in the SOP is devel-
oping a distribution plan. Based on the
typical dispersion of units, especially in
Afghanistan, it is impossible to distrib-
ute hard-copy documents daily; there-
fore, we had to find another method to
distribute information. There are several
systems, such as the Force XXI Battle
Command Brigade and Below (FBCB2),
and Harris 117G wideband/narrowband
tactical radio, with the capability to send
and receive Word and Excel documents
at an acceptable rate. There are also sev-
eral other systems currently available, and
more on the way with remote access.

Whichever system your unit uses, the
signalers must have a full understanding
of the commander’s requirements to de-
velop the system’s architecture to support
the distribution plan. As with any mission,
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the S6 shop needs time to order, receive,
and distribute cables, crypto, and other
equipment to the right units to enable
them to effectively send and receive data.
This process may include cross-leveling
large items, such as command post node
(CPN) trailers and other line of sight
(LOS) systems, to enable the unit to dis-
tribute information within 30 minutes
across the entire formation. In many cases,
units have experienced failure at the point
of execution due to the 48- to 72-hour
timeframe it takes to get orders out, which
usually results in missed opportunity.

Implementing the SOP. Implementing
the SOP is the most difficult part, espe-
cially if the unit develops its SOP late in
the training cycle. By this point, in the ab-
sence of a system, most subordinate units
have developed their own systems, and are
experiencing difficulty getting them all
synchronized. In most cases, synchroni-
zation requires draconian enforcement by
subordinates empowered to ensure data
is submitted to standard and on time.
However, in the long-term, this stream-
lines data flow and improves the unit’s
effectiveness, so it is worth the invest-
ment. Obviously, the best opportunity to
implement the system is at the beginning
of the training cycle. Once everyone is in-
doctrinated and understands the benefits
of the system, they will ‘buy in,” making
the system even more effective based on
an ‘investment return.” Remember, the
goal of the system is to rapidly enter, an-
alyze, and distribute data; therefore a lit-

mus test is required. For example, select
junior staff members and ask them to
show you how to find specific items; if
the implemented system is functional,
subordinate unit personnel will quickly
locate information. Once the BCT staff is
trained, conduct the same testing at bat-
talion and company levels.

Battletracking. Battletracking is the
skill most affected by constant personnel
changes, which is the operations side of
the knowledge management plan that is
always overlooked. If data received, ana-
lyzed, and distributed is not constantly
tracked for friendly units, the operating
environment, and the enemy, the infor-
mation is useless. Under these circum-
stances, a unit will struggle to meet the
commander’s intent based on its inabili-
ty to track operations within its areas of
operations, thereby failing to collect solid
information to drive concrete decisions.

At a minimum, each staff should track
personnel and equipment outside the wire,
on forward operating bases, at command
observation posts, at high readiness con-
dition levels, as well as other available
organic and nonorganic enablers. This
effectively ensures that combat power
charts, recon and surveillance matrices,
execution matrices, target synchronization
matrices, unit timelines, and aviation as-
set trackers, with time windows of avail-
ability and ordnance on hand, are avail-
able (at a minimum) for the battle captain
or noncommissioned officer. There should
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also be a priority for each of
these assets as they become
available to the unit. Again, if
the unit is not tracking events
that trigger decisions, the ability
to meet the commander’s in-
tent is diminished, thereby de-
creasing mission success.

Synchronizing operations.
Operations synchronization is
the final step of knowledge man-
agement, and if all previously
discussed systems are in place
and working, this is actually the
easiest step. Synchronizing with
the staff begins with the shift
change brief, which outlines
what happened over the past 8
to 12 hours. Many units require
outgoing shift personnel to brief
the incoming shift, but what
methods are in place to verify all
data/operational details have
been handed off? The most ef-
fective method, the incoming
shift briefs during shift change,
is somewhat counterintuitive.
However, this practice accom-
plishes two things: it ensures
each shift reads current frag-
mentary orders (FRAGOs) and
understands events that occurred
over the past 8 to 12 hours; and
that all documents for the time
period have been handed over.
If this is accomplished, the shift-
change brief actually confirms
each shift understands the current status
of its area of operations. At a minimum,
shift change briefs should be in the form
of a checklist and include the following
topics:

U Task organization changes.

U Changes to mission, FRAGOs, exe-
cution of branches/sequels.

1 Current CCIR/answers to CCIR re-
ceived during previous shift.

U Friendly situation one level higher.

U Subordinate unit current status
(combat power, Class I, III, and 1V,
and ongoing operations).

U Significant activities (local govern-
ment, local military, local police, en-
emy and friendly) during last shift.

U Current enemy situation.

U Activities scheduled during the next
shift (timeline).

U Unresolved actions (by warfighting
functions).

U Current communications status.

U Location of key leaders.

U Timeline for next 24 hours.

U Command post work priorities.

“As with any mission, the S6 shop needs time to order, receive, and
distribute cables, crypto, and other equipment to the right units to en-
able them to effectively send and receive data.”

As an additional requirement for syn-
chronization, the entire staff is expected to
read current operational and intelligence
summaries prior to coming on shift. This
requirement not only fully develops the
picture for the entire staff, but it aids in
developing a clearer understanding of re-
cent events and those in progress, which
prevents unintentional lethal and nonle-
thal friendly fire situations throughout the
area of operations.

Knowledge management is critical to
warfighting functions; however, most
units do not have effective plans or SOPs
in place to handle the vast amounts of data
that flow into tactical operations centers.
This failure results in missed opportuni-
ties; in fact, 70 to 80 percent of the time,
the brigade or battalion TOC is search-
ing for critical information that someone
in the formation has. Realistically and un-
fortunately, units fail to put in place the
right systems, capable of rapidly and ac-
curately pushing out critical data to the
right people, which prohibits units from
engaging high-value targets. This type of
situation occurs within a 7- to 9-day full
spectrum operations period during every

rotation; therefore, it is plausi-
ble to estimate that while de-
ployed, units are missing 2 to 4
major opportunities per month
in a typical area of operations.

Developing effective knowl-
edge management systems is
absolutely critical to mission ac-
complishment and is the most
difficult fight that battalion- and
brigade-level staffs face. In the
interest of distributing good in-
formation, effective TTP, and
the best practices from theater,
Bronco Team (brigade train-
ers), National Training Center,
Fort Irwin, has a website, www.
us.army.mil/suite/page/594828,
which is accessible through
AKO and captures the best prod-
ucts from every unit. Spend a
few minutes searching the web-
site for unit-specific informa-
tion that better suits your unit.

Similar to most other situa-
tions, there exists no single right
or wrong answer; however, re-
gardless of the type of informa-
tion put in place, every soldier,
right down to the lowest rank-
ing member of the unit, has to
have a good grasp on shared
situational awareness and un-
derstanding. The longer a unit
waits to implement systems, the
more difficulty it will have in-
tegrating change into its operations, which
results in missed opportunities through-
out the area of operations and, ultimately,
the unit’s ineffectiveness.
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BCTP FuLL-SpPEcTRUM EXERCISES:
OBSERVATIONS OF AN OBSERVER TRAINER

This article identifies fundamental train-
ing opportunities and keys to success
when conducting a brigade-level, full-
spectrum exercise with the battle com-
mand training program. While this arti-
cle specifically focuses on battalion-lev-
el commanders and staffs, it applies to bri-
gade-level commanders and staffs as well.

In the past few years, Operations Group
Charlie (OPSGRP-C), Battle Command
Training Program (BCTP), shifted its fo-
cus on full-spectrum exercises (FSX)
away from primarily U.S. Army National
Guard units, and adopted a whole-army
approach to conducting these training
events with a renewed emphasis on Active
Component (AC) units. These days, more
than 75 percent of OPSGRP-C’s annual
exercises are made up of AC brigade and
regimental combat teams. Although the
demand for FSX, formerly known as war-
fighter exercises (WFX), has increased
for AC units, many commanders and stafts

by Major Keith W. Wilson

remain unfamiliar with available oppor-
tunities during training events.

Competing requirements, both in the
field and in garrison, create challenges for
commanders and staffs responsible for al-
locating significant time and resources to
adequately prepare for FSX. Battalion
commanders have limited opportunities
to conduct collective training events dur-
ing which the brigade headquarters is
manned, passing and receiving informa-
tion, and integrating all digital systems.
Failing to capitalize on this training op-
portunity reflects negatively on leaders
and is often based on a failure to under-
stand FSX benefits.

Training Opportunities

It is important to understand that the
BCTP typically conducts FSX for brigade
combat teams early in the Army Force
Generation (ARFORGEN) cycle and pri-
or to deploying to any combat training

center (CTC). Generally, a brigade con-
ducts a FSX prior to its leader training
program (LTP) and dirt rotation to the
National Training Center (NTC), Joint
Readiness Training Center (JRTC), or
Joint Military Readiness Center (JMRC).
Young staffs, working together with lim-
ited experience, typically execute the
FSX. This is not to say that staffs do not
have experience; on the contrary, bat-
talion staffs typically have a significant
amount of operational experience. As my
boss says, “It’s new people on a new team,
doing new things with new stuff.”

To maximize a unit’s participation in a
FSX, battalion commanders and staffs
should focus their efforts on four funda-
mental areas: validate and refine the tacti-
cal standard operating procedure (TSOP),
the tactical operations center standard op-
erating procedure (TOCSOP), and plans
standard operating procedure (PLAN-
SOP), as applicable; establish a tactical
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~ lo capitalize on this training opportunity reflects negatively on leaders
and is often based on a failure to understand FSX benefits.”

operations center; conduct the military
decisionmaking process (MDMP); and
exercise mission command.

Validate and refine the TSOP, TOC-
SOP, and PLANSOP, as applicable. Al-
though somewhat self-explanatory, this is
one of the greatest challenges observed at
BCTP and the NTC. Oftentimes, units do
not have standard operating procedures
(SOPs) in place, and if they do exist, staffs
are unfamiliar with the content thereof.
This fact is becoming more and more un-
derstandable based on new staffs being
formed, new commanders at all levels
coming onboard, and tactics, techniques,
and procedures (TTP) changing regular-
ly. The best practices for validating and re-
fining SOP begin with an initial review
and observation of procedures and prac-
tices, official or unofficial, currently in
place, which can be used as a basis for re-
finement. The staff should have at least
one hard copy of this ‘work in progress’
SOP posted in its tactical operations cen-
ter (TOC), which serves as a rewrite draft
to which changes can be made or added
throughout every training event and exer-
cise. At the commander’s insistence, the
staff identifies, validates, and/or refines
the draft SOP throughout the exercise,
which is an ideal opportunity to capture
lessons learned and pass them on from
one training event to the next.

Establish a tactical operations center.
First and foremost, the TOC (or command
post) should be set up in compliance with
the unit’s SOP. If the SOP does not de-
scribe the components and ergonomics of

- the operations center, then capture them in

the SOP once an initial standard is estab-
lished. The definition of a command post
is “a unit headquarters where the com-
mander and staff perform their activi-
ties.”! Regardless of how simple this def-
inition may appear, a TOC is actually the
nerve center of a unit. For a battalion or
squadron, it is the lowest level at which a
full staff exists to conduct planning and
synchronization for combat operations.
A company/troop staff’s capabilities and
resources are much less than those of a
battalion/squadron staff, which is signif-
icantly limited compared to brigade or
higher headquarters.

Early in my career, I learned six func-
tions of a command post, which include
receiving information, distributing in-
formation, analyzing information, sub-
mitting recommendations, integrating re-
sources, and synchronizing resources.
While rather simplistic, they are all still
very applicable. Oftentimes, executive of-
ficers (XO) and S3s mention that their
TOC setup for FSX is different from their
expected TOC setup for NTC, which is
different from their expected TOC setup
once they deploy to Iraq or Afghanistan.
However, I am less interested in how in-
formation is displayed and more inter-
ested in what information will be dis-
played. Having a fully established and op-
erational TOC during the FSX allows
commanders to determine if the TOC is
functioning as intended and if the staff is
creating options, preserving options, or
forfeiting options based on setup and
functionality of the TOC. Commanders
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must ensure that the TOC setup and con-

figuration is exactly as it will be during
deployment and while fighting.

Integrate Army battle command systems
(ABCS) across all warfighting functions
(WFF). In a training environment, seldom
do units have the ability to setup and em-
ploy all ABCS that fully exercise the dig-
ital architecture. Oftentimes, the FSX is
the first opportunity a brigade/regiment
will have to establish ABCS connectivi-
ty across the brigade. Integrating ABCS
across the brigade is the equivalent of the
signal officer’s tank table XII. Do it right
and do it early or the entire exercise suf-
fers. Based on familiarity, staffs often rely
on the old PowerPoint stand-by for mis-
sion analysis (MA) and course of action
(COA) development. It is inefficient and
adds significantly more time to planning
and execution processes. While one could
write an entire article on the merits of us-
ing ABCS, units typically resort to Pow-
erPoint because they do not understand
the capabilities of the ABCS. The com-
mander must insist that the ABCS are set
up, configured, can “talk to each other,”
and are understood by the primary staff.

Develop and maintain a common oper-
ational picture (COP). As mentioned ear-
lier, the TOC serves as the nerve center
of a unit. It is a critical source of infor-
mation management for the command-
er, higher headquarters, and subordinate
units. A COP is a “single display of rel-
evant information within a commander’s
area of interest tailored to the user’s re-
quirements and based on common data
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and information shared by more than
one command.”> While the definition de-
scribes a COP as a “single display,” argu-
ably, it can be better described as a “dis-
play” of products consisting of multiple
screens, maps, and printouts that allow
commanders to gain situational under-
standing. An effective COP will differ for
each individual; however, in my opinion,
an ideal COP enables a commander to
walk into his TOC, coffee cup in hand,
look around at all the products (both dig-
ital and analog), and achieve an 85 to 90
percent understanding of everything hap-
pening in his area of responsibility. A few
pointed, direct questions should get him
to the 100-percent solution. If the com-
mander wastes time interpreting informa-
tion, then the COP is ineffective. The com-
mander consistently reinforces that his
staff is responsible for establishing and
maintaining an effective COP throughout
the exercise, as well as determining how
to illustrate the COP in the unit SOP.

Manage information horizontally and
vertically (force reporting). The FSX pro-
vides a great opportunity for command-
ers and staffs to develop and/or validate
knowledge management plans. One of the
greatest challenges battalion/squadron
staffs face is determining what informa-
tion is important and how to transfer in-
formation between FM radio, command
post of the future (CPOF), and blue force
tracker (BFT), as well as other methods
of information dissemination such as
email, chat, and phone calls. The com-
mander outlines specific operating proce-
dures for knowledge management and
force reporting in a unit SOP, and rehears-
es these processes at every opportunity.
Also, most battalions will not conduct
routine reporting, such as sensitive items
or personnel status reporting, during an
FSX, which provides one of the easiest
opportunities to conduct reporting (no
sensitive items are actually issued and the
computer generates the personnel num-
bers), yet units continue to fail to execute
this standard reporting requirement. These
reports further force staff and TOC per-
sonnel to “battle track™ simple reporting
requirements based on an established bat-
tle rhythm and demonstrate how to pro-
cess a multitude of other reports. The
commander must insist that the staff ex-
ercise its knowledge management plan
and force reporting across all echelons.

Execute battle drills according to SOP.
Battle drills are “the general and detailed
methods used by troops and commanders
to perform assigned missions and func-
tions.”® For example, TOC battle drills
may include counter-fire, downed aircraft
(UAV), or “blue-on-green,” but they are
only effective when understood and re-
hearsed. A technique for executing TOC
battle drills is to post the drill on screen
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while the battle captain or noncommis-
sioned officer (NCO) walks the TOC per-
sonnel through the drill. The other option
is to place a “battle book™ that contains
battle drills in each section. Again, the bat-
tle captain or NCO is responsible for lead-
ing the TOC personnel through these
drills. The FSX provides a great opportu-
nity to execute battle drills and if the com-
mander and staff do not conduct them in
conjunction with the exercise, they should
conduct them as rehearsals. At a mini-
mum, a TOC should conduct 2 to 3 bat-
tle drills per hour (either ‘real world,” in
conjunction with the exercise, or as a re-
hearsal). The XO or S3 should provide the
results to the commander in his daily up-
date. Another opportunity to exercise bat-
tle drills is during the “mini-ex,” which is
conducted 2 days prior to actual mission
execution when all systems are running
(theoretically) and TOC personnel are
available to make adjustments prior to
conducting actual operations. The com-
mander must insist that the TOC exercise
a set number of battle drills over a speci-
fied period throughout the FSX.

Conduct the MDMP according to The
Operations Process. Too often, staffs at-
tempt to conduct the MDMP without us-
ing a reference to ensure they address
all of the MDMP steps. A pilot would nev-
er fly an aircraft without conducting pre-
flight checks using a checklist, so why
would a staff plan complex combat op-
erations without using a checklist? With
the recent publication of the new U.S.
Army Field Manual (FM) 5-0, The Op-
eration Process, it is even more impor-
tant to include this manual in all MDMP
steps to ensure all new concepts and ideas
are integrated throughout the process.*
Regardless of how much a staff ‘knows’
about MDMP, how comfortable they are,
or how much time they have, they should
always use a checklist from a profession-
al field manual or one of the many avail-
able smart books.

Develop, update, and use running esti-
mates. A running estimate is “the contin-
uous assessment of the current situation
used to determine if the current operation
is proceeding according to the command-
er’s intent and if planned future operations
are supportable. The commander and each
staff section maintain a running estimate.”
In running estimate assessments, com-
manders and staff sections continuous-
ly consider the effects of new informa-
tion and update facts, assumptions, friend-
ly force status, enemy activities and ca-
pabilities, civil considerations, and con-
clusions and recommendations. Although
current doctrine is replete with the term
“running estimate,” many staff officers
have difficulty identifying what a running
estimate involves or how it develops. The
commander must ensure the staff devel-

ops, updates, and uses running estimates
throughout the FSX, and ultimately cap-
tures running estimates in the SOP.

Conduct staff-integrated intelligence
preparation of the battlefield (IPB) inte-
grating civil considerations. In my opin-
ion, IPB is the most important portion of
the MDMP; not only does it establish who
we are operating with and against, but
where we are operating. The staff builds
the rest of the MDMP on this fundamen-
tal framework. The IPB is a “systematic
process of analyzing and visualizing the
portions of the mission variables of threat,
terrain, weather, and civil considerations
in a specific area of interest and for a spe-
cific mission.”® IPB consists of four steps,
which include define the operational en-
vironment, describe environmental effects
on operations, evaluate the threat, and de-
termine threat courses of action. While the
definition of threat includes nation states,
organizations, people, groups, conditions,
or natural phenomena that may damage
or destroy life, vital resources, or institu-
tions, it is often relegated to just the ene-
my. More often than not, the S2 has sole
responsibility for developing the IPB,
which often results in an enemy-centric
IPB that minimizes or negates all togeth-
er the civil considerations that may be
even more important than the enemy as-
sessment. An incomplete IPB can derail
progress within the MDMP, which sug-
gests that the XO personally manage and
supervise the IPB process. The command-
er must insist that the staff conduct a thor-
ough staff-integrated IPB that fully inte-
grates civil considerations and properly
addresses all four steps of IPB.

Conduct MA brief, COA brief, and re-
sults of COA analysis brief. Designating
the staff to conduct briefings allows com-
manders to assess the staff’s performance
throughout MDMP and provides better
situational understanding throughout the
organization. Typically, all staffs conduct
a MA brief. Because most commanders
direct a single COA (which is generally
recommended for a time-constrained
FSX), many units do not conduct a com-
plete COA brief. Thus, the commander
misses an opportunity to ensure the entire
staff fully understands the concept of op-
erations and intent. Unfortunately, many
staffs do not conduct adequate COA anal-
ysis (wargame), which is arguably one of
the most important steps in the MDMP
(possibly second only to completing a
thorough IPB as part of mission analysis).
Staffs must commit a significant amount
of time to the wargame, which allows
them to identify additional decision points
that the commander may need to be aware
of, including problem areas and planning
gaps. Because the wargame component is
so important, it requires the XO to be in-
timately involved. The commander must
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assigned missions and functions.’ For example, TOC battle drills may include counter-fire, downed
aircraft (UAV), or ‘blue-on-green,’ but they are only effective when understood and rehearsed. A
technique for executing TOC battle drills is to post the drill on screen while the battle captain or
noncommissioned officer (NCO) walks the TOC personnel through the drill.”

insist that the staff conduct these three
briefings to the entire staff to ensure sit-
uational awareness and understanding
throughout the organization and to allow
the commander to assess the performance
of his staff throughout the MDMP as well
as to gauge its understanding of his intent.

Develop a complete operations order
(OPORD) and issue brief to subordinate
units. During the time-constrained FSX,
many staffs analyze and work through
slides and briefings (slides from MA and
COA development and OPORD briefings)
associated with the MDMP. Staffs typi-
cally struggle to complete a written OP-
ORD for subordinate commanders. This
requirement is easily ‘bypassed’ when
company commanders are not required
to actually develop company plans and
issue OPORDs due to the nature of the
FSX, thus giving the staff a ‘freebie’ when
it should be required to complete this
critical step regardless. While competing
requirements may limit the number of
company commanders available to par-
ticipate in the FSX, all commanders at this
level should receive the OPORD brief-
ing. Company commanders should not
pass up the opportunity to shape the staff
that will guide them into the future; they
should ask tough questions that force the
staff to be thorough and analytical in its
planning. Commanders must direct staffs
to develop complete OPORDs, as well
as present OPORD briefings to subordi-
nate commanders.

Exercise mission command. “The Ar-
my’s preferred method of exercising com-
mand and control is mission command,
which is the conduct of military opera-
tions through decentralized execution
based on mission orders. Successful mis-
sion command demands subordinate lead-
ers, at all echelons, exercise disciplined
initiative, acting aggressively and inde-
pendently to accomplish the mission with-
in the commander’s intent.”” Oftentimes,
the FSX is the first opportunity a battalion/
squadron commander has to deploy his
entire TOC and primary staff to conduct
the MDMP and exercise mission com-
mand in a tactical environment with mul-
tiple sources of information flowing both
vertically and horizontally. Commanders
must reinforce the importance of this train-
ing event and capitalize on this unique op-
portunity to train in a tactical environment
with all systems established and used.

Develop and maintain situational aware-
ness and understanding within the TOC.
Easier said than done, this is a function of
how the TOC is set up and how informa-
tion is managed within the TOC. Fortu-
nately, the FSX design is deliberately sim-
plistic, which allows commanders and
staffs the opportunity to begin establishing
the functionality of the TOC during both
the MDMP and mission command to en-
sure situational understanding is achieved
early in, and throughout, the exercise. A
key contributor to achieving situational
awareness and understanding is the COP,

as earlier discussed. The commander must
ensure that the staff has the tools and
systems needed to develop and maintain
situational awareness and understand-
ing within the TOC for the duration of the
FSX.

Employing ABCS. Critical to exercising
mission command is the commander’s
ability to harness all available ABCS to
assist in command and control of forma-
tions. As mentioned previously, ABCS
design makes mission command easier
and more efficient. The FSX is typically
the first opportunity to employ all sys-
tems and staffs should maximize this op-
portunity. If a system is not working, the
S6 should scramble to locate field service
representatives and ensure all systems are
brought on line. The XO and staff conduct
briefings, such as staff and/or commander
update briefs, through ABCS. Any Pow-
erPoint briefings received should be re-
turned to sender with notice that ABCS
is the primary method for briefing inside
the TOC. If the commander does not force
the issue early on, the staff will continue to
fall back to the ineffective and inefficient
means with which they are comfortable.
Commanders must ensure that all ABCS
are set up, configured, have the ability to
communicate as designed, are understood
by the primary staff, and are employed in
the exercise of mission command.

Develop and use adequate graphic con-
trol measures via ABCS. Graphic control
measures are “‘graphic directives given by
commanders to subordinate commanders
to assign responsibilities, coordinate fire
and maneuver, and control combat oper-
ations.”® Generally developed during COA
development, the commander uses these
graphic control measures “to convey and
enhance the understanding of the concept
of operations, prevent fratricide, and clar-
ify the task and purpose of the main ef-
fort.”® The use of ABCS early in the
MDMP allows for building, across mul-
tiple echelons, easily shared graphics.
More often than not, staffs do not devel-
op adequate graphic control measures to
assist subordinate units during execution
or TOC personnel in effectively directing
the fight. Commanders must ensure that
the staff develops and uses adequate graph-
ic control measures via ABCS throughout
the MDMP and into mission execution.

Synchronize and effectively employ all
available assets/capabilities. There are
generally two overarching challenges as-
sociated with synchronizing and employ-
ing assets and capabilities — knowing
what is available and when it’s available!
Commanders and staffs are typically very
comfortable with their organic or habit-
ual assets and capabilities; however, they
struggle with attachments or unconven-
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tional assets and capabilities, such as host
nation security forces, nongovernment or-
ganizations, interagency liaisons, and pro-
vincial reconstruction teams. Additional-
ly, the battalion/squadron may have high-
er-level assets, such as an unmanned aer-
ial system or air/scout weapons team, but
has no method to effectively track owner-
ship of the assets or define capabilities.

Posting a constant ‘asset tracker’ in the
TOC, which shows all currently available
assets (internal and external to the unit),
is one technique. When an entity, such as
an air weapons team, moves to another area
of responsibility, the TOC updates the
move on the asset tracker, which enables
commanders to see available assets that
can be employed. Oftentimes, the TOC’s
combat power tracker is nothing more
than an outdated maintenance status of
organic assets, which inadequately depicts
the commander’s available assets and ca-
pabilities.

Combat power is defined as “the total
means of destructive, constructive, and in-
formation capabilities that a military unit/
formation can apply at a given time.”'”
Therefore, a combat power tracker should
portray to the commander all immediate-
ly available assets and capabilities with-
in the eight elements of combat power,
which include leadership, information,
movement and maneuver, intelligence,
fires, sustainment, command and control,
and protection. The commander must en-
sure that his staff fully understands the
eight elements of combat power, as well
as any and all immediately available com-
bat assets and capabilities.

Conduct regular TOC update, staff up-
date, and commander’s update briefs.
The FSX provides significant opportuni-
ties for commanders and staffs to share in-
formation vertically and horizontally. At
a minimum, the battalion/squadron con-
ducts regular TOC, staff, and commander
updates. TOC personnel should conduct
regular TOC updates (typically every 2
hours), which are simply quick ‘around
the horn’ updates, listed by warfighting
function, currently ongoing throughout
the area of responsibility. The battle cap-
tain or NCO should conduct the TOC up-
date brief for the TOC personnel. The staff
update brief, which should be led by the
executive officer, provides the battalion/
squadron staff an opportunity to update
the commander on activity throughout the
area of responsibility, offering command-
ers an opportunity to provide feedback
in the form of guidance and direction to
the staff. The commander’s update brief,
which should also be led by the executive

subordinate commanders to update com-
manders on activity throughout the area
of responsibility, and commanders to pro-
vide additional guidance and direction.

Keys to Success

While the recommendations listed below
are relatively intuitive and self-explana-
tory, they would not be on the list if a ma-
jority of units did not struggle with most,
if not all, of these during FSX.

e Military decisionmaking process
(MDMP):

v Develop and stick to a timeline.

v" Use checklists to conduct the
MDMP to standard.

v" Identify in a running estimate
what is expected.

v’ Directed COA is generally best in
a time-constrained environment.

v' Wargaming is critical (integrate
key players, such as operations
sergeant major and battle cap-
tains).

v" Always brief civil considerations
as a component of IPB.

v Identify a staff officer to serve
as the “voice of the people” to
focus on civil considerations dur-
ing all steps of the MDMP.

v" Ensure civil considerations are
integrated into mission analysis,
wargaming, rehearsals, and briefs.

v Integrate all assets and capabili-
ties into planning considerations.

v’ Integrate consequence manage-
ment into all aspects of planning.

v" Consider the “information as-
pect” of all activity.

v Develop graphic control measures
in ABCS from the beginning.

v’ Plan for controlling the fight in
urban terrain when applicable.

v" Do not neglect actions on the ob-
jective = plan for and wargame.

® TOC operations and mission com-
mand:

v TOC ergonomics are critical to
effective command and control.

v Employ an operations schedule;
synchronize and effectively em-
ploy all available assets and capa-
bilities.

v" Ensure decision support matrix
and associated priority informa-
tion requirements and named ar-
eas of interest are briefed and un-
derstood by all involved parties.

v Use graphic control measures to
force subordinate units to push
information.

v Use this opportunity to exercise/
rehearse TOC battle drills, such as
clearance of fires, blue-on-green,
mass casualty, and downed air-
craft at a minimum of 2-3 per
hour.

.; .'_-

“A running estimate is ‘the continuous assessment of the current situation used to determine if the
current operation is proceeding according to the commander’s intent and if planned future opera-
tions are supportable.””

officer, offers the staff an opportunity to
update subordinate commanders on activ-
ity throughout the area of responsibility,
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e Information management/command
and control:

v" Use SOPs as fundamental guide-
lines, continually developing and
updating as changes occur; keep a
copy in the TOC to annotate
changes/updates.

v’ Identify how to transfer informa-
tion between radio telephone op-
erator, CPOF, and BFT (generally
will not get to BFT in FSX, but
needs consideration).

v" Conduct a regular (every 2 to 4
hours) TOC update for all players
“fighting the fight “in the TOC.

v Identify specific reporting re-
quirements for troops; recom-
mend Green 2, personnel status
report, logistics status report, and
commander’s situational report.

Active Component and National Guard
staffs, both at brigade and battalion levels,
struggle with many, if not all, of these ar-
guably fundamental components of col-
lective training; therefore, all leaders
should pause and determine how to ensure
success during a FSX. Measuring success

during a FSX is simple to define — the
unit’s performance either improved dur-
ing the exercise or it did not. The FSX is
phase one of a critically important training
methodology that manages units through-
out the mission rehearsal exercise and
on to future deployments. The amount of
knowledge earned is proportionate to the
amount of preparation and commitment
that go into these exercises. Command-
ers, staffs, and leaders, at all levels, owe
it to each other and their subordinate units
to maximize this critical opportunity, tak-
ing necessary steps to ensure they have a
better unit, which builds confidence in the
unit’s ability to function as an effective
organization, which is the mark of true
success in a FSX.

F
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REHEARSALS AT THE COMPANY
AND PLATOON LEVEL: OPPORTUNITIES LOST

by Major Robert A. Mahoney

Rehearsals are practice sessions conducted to prepare units for
an upcoming operation or event. They are essential in ensuring
thorough preparation, coordination, and understanding of the
commander’s plan and intent. Company team commanders should
never underestimate the value of rehearsals.!

One of the signature events of troop leading procedures (TLP),
at all levels, is the rehearsal. With the exception of the operations
order (OPORD), it is the one event that maximizes participation
and involves the most members of the unit. It is also the one as-
pect of TLP that corrects deficiencies in the plan and makes up
for lost time in other parts of TLP. Yet, it is a diminishing skill
at platoon and company levels, leaving units unprepared, unco-
ordinated, and the plan not understood.

The deployed environment does not always allow enough time
for planning. The National Training Center (NTC) replicates
time constraints to allow units to test systems and abilities dur-
ing planning in a time-constrained environment. As time is com-
pressed, the time allotted for rehearsal is often reduced by lead-
ers for other aspects of TLP; however, even when units are pro-
vided enough time to adequately plan and prepare, rehearsal per-
formance remains incomplete. Leaders fail to understand vari-
ous rehearsal techniques, how to conduct a rehearsal, and requi-

site rehearsal exercises. Add enablers, combined partners, and
sister services and the rehearsal degrades from a practice ses-
sion to a lost opportunity. Rehearsals are often ‘talked through’
without emphasizing the plan and identifying areas that require
adjustments or ‘fixes’ prior to execution.

Company commanders and platoon leaders must understand the
purpose of rehearsals, which are conducted as practice sessions
to prepare units for upcoming operations or events. They are es-
sential in ensuring thorough preparation, coordination, and un-
derstanding of the higher commander’s plan and intent. Compa-
ny team commanders should never underestimate the value of
rehearsals.? Effective rehearsals require leaders and, when time
permits, other company team soldiers to perform required tasks,
ideally under conditions that best replicate actual operations.
When conducted properly, rehearsals are interactive; participants
maneuver actual vehicles or use vehicle models or simulations
while verbalizing detailed procedures during every event. Each
rehearsal focuses on the how element, allowing subordinates to
practice actions outlined in individual schemes of maneuver.
Note: A rehearsal is different from the process of talking through
what is meant to happen; for example, during rehearsal, platoon
leaders should actually send spot reports (SPOTREP) when re-
porting enemy contact, rather than simply saying, “I would send
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“Company commanders and platoon leaders must understand the purpose of rehearsals, which are

conducted as practice sessions to prepare units for upcoming operations or events. They are essen-
tial in ensuring thorough preparation, coordination, and understanding of the higher commander’s

plan and intent. Company team commanders should never underestimate the value of rehearsals.”

a SPOTREP now.” As stated in U.S. Ar-
my Field Manual 3-90.1, Tank and Mech-
anized Infantry Company Team, “the com-
mander uses well-planned, efficiently run
rehearsals to accomplish the following:

e Reinforce training and increase pro-
ficiency in critical tasks.

e Reveal weaknesses or problems in
the plan, leading to further refine-
ment of the plan or development of
additional branch plans.

e Integrate the actions of subordinate
elements.

e Confirm coordination requirements
between the company team and ad-
jacent units.

e Improve each soldier’s understand-
ing of the concept of the operation,
the direct fire plan, anticipated con-
tingencies, and possible actions and
reactions for various situations that
may arise during the operation.”

Understanding that rehearsal should in-
clude these tasks helps leaders run better
rehearsals and prepare subordinates to re-
hearse specific tasks. Ensuring that the re-
hearsal is not conducted as a ‘talk through’
facilitates better experiences for all par-
ticipants and gets to the heart of the op-
eration.

Rehearsal preparation begins with the
first step in TLP, receive and analyze the
mission. The commander (or platoon com-
mander) immediately begins analyzing
assigned tasks as soon as the mission is
received. Based on an initial analysis, the
leader identifies initial rehearsal guidance.
Based on mission, there are standard tasks

that all subordinate units are required to
rehearse, which are often safety or equip-
ment related and should be in the unit’s
standard operating procures (SOP). Oc-
casionally, missions received specify tasks
that necessitate rehearsing or, at a mini-
mum, tasks for the unit to complete (hence,
tasks that need to be rehearsed). Leaders
should also review weather and light data
for the mission to identify any tasks that
require rehearsing. Finally, leaders should
identify specific tasks that the unit per-
forms well and tasks that require addition-
al training, thus emphasizing the need for
rehearsal to complete the mission.

When leaders move to the second step
of TLP, a warning order (WARNO) is is-
sued, which should include a by-unit task
list to begin rehearsing events or skills
identified in the first step of TLP. This
maximizes time available by requiring
subordinate units to execute task rehears-
als prior to the OPORD process. It also
ensures that units are trained for the tasked
mission, which is an often-missed oppor-
tunity for units at the NTC. Because lead-
ers are often focused on planning and pro-
ducing their own order, they fail to issue
a WARNO,; if one is issued, they fail to
give subordinates the guidance needed to
begin rehearsing.

The focus of “mission specific” or “non-
mission specific” rehearsals, issued to
subordinates in a WARNO early in the
planning process, maximizes the unit’s
use of available planning time at echelon
and directly increases chances of a better
mission outcome. Platoon leaders, spe-
cifically, miss an opportunity here. For
example, a platoon leader will focus on

writing an OPORD, when initial guidance
can easily be given to each section/squad/
team to begin internal rehearsals. Using
a cordon and search as an example, the
raid platoon will have various tasks such
as breach team, clearance team, tactical
site exploitation team, and detainee team.
With an effective WARNO, each team
can rehearse its team-specific tasks while
the platoon leader writes the OPORD, al-
lowing more time to rehearse the full mis-
sion as a platoon.

As company commanders/platoon lead-
ers continue through steps 3, 4, 5, and 6
of TLP, which include make a tentative
plan, initiate movement, conduct a recon,
and complete the plan, they begin to con-
sider rehearsal types and techniques. Based
on mission types and subordinate knowl-
edge level, there are multiple techniques
that can be used to facilitate the crawl-
walk-run methodology:

e Confirmation brief. Used immedi-
ately following the OPORD to ensure sub-
ordinates understand the OPORD.

® Back brief. Company commanders re-
quire platoon leaders to back brief their
plans to ensure they are nested with oth-
er subordinate units.

e Battle drill or SOP rehearsal. This
rehearsal type is used most extensively
by platoons, squads, and sections. Battle
drill rehearsals can effectively be used
early in the TLP once the commander
identifies the company’s mission type.
This type of rehearsal is highly beneficial
in ensuring newly attached platoons un-
derstand specific company SOP and drills,
which is the most important rehearsal type
when dealing with combined partners or
sister services.

e Combined arms rehearsal. This is
the preferred rehearsal type for compa-
nies and is conducted when all subordi-
nate OPORDs are complete. This rehears-
al type involves all elements of the com-
pany team, all enablers, all attachments,
and combined partners, and ensures all
subordinate plans are fully synchronized
within the company’s overall plan.

e Support rehearsal. Support rehears-
als are normally conducted by a single
or limited number of battlefield operat-
ing systems, such as combat service sup-
port (CSS) or fire support. The company
team can conduct its own support rehears-
al or can be incorporated into the com-
pany combined arms rehearsal.

At a minimum, company commanders
should ensure a confirmation brief and a
combined arms rehearsal are conducted
at the company level. The confirmation
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brief ensures subordinates are not wast-
ing time by planning missions they do not
understand. More time should be allotted
for the combined arms rehearsal since it
encompasses aspects of the support re-
hearsal and battle drill SOP rehearsal (if
combined partners or attachments are
present).

At the platoon level, platoon leaders en-
sure confirmation brief and battle drill/
SOP rehearsals are conducted. The con-
firmation brief ensures section/squad lead-
ers understand their tasks and focus prep-
aration. The battle drill rehearsal should
be conducted with attachments and/or
combined partners. Platoons are primar-
ily tasked with battle drills or SOPs; there-
fore, a platoon-level combined arms re-
hearsal is unnecessary. To further facili-
tate situational awareness and overall mis-
sion understanding, a majority of the pla-
toon’s noncommissioned officers (NCOs)
should attend the company combined arms
rehearsal.

After determining the type of rehearsal
that will be used, the leader then deter-
mines which technique will be used. Each
technique can be conducted using a full
or reduced force; full dress rehearsals ex-
pend greater time and resources. Every
soldier in the unit participates in the re-
hearsal, which is conducted on the same
terrain, at the same time, and with the
same equipment and attachments that will
be used during the operation. The com-
mander conducts reduced-force rehears-
als when under time constraints or if tac-
tical situations prohibit full-force rehears-
als. During reduced-force rehearsals, par-
ticipating soldiers use mock-ups, sand ta-
bles, and/or actual terrain (usually over a
smaller area than in the actual operation)
to train:

e Radio/digital. This technique is used
when all elements are unable to be in the
same location at the same time. It can be
achieved via FM or digitally, and can be
used for confirmation or back brief.

e Map. This is most effective technique
for confirmation or back brief. The map
should have all graphic control measures;
it can be a hard copy or digital.

e Sketch map. This technique is used
when a terrain model is impossible. It is
an enlarged sketch of the area that depicts
terrain and contains all graphic control
measures.

e Terrain model. This is the preferred
method for rehearsals. The terrain mod-
el should depict the terrain and be large
enough for participants to occupy space
on the model. If necessary, several ter-
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rain models should be used to depict dif-
ferent phases, objectives, and permit max-
imum participation. Generally, key lead-
ers participate in this technique; howev-
er, maximum participation should be the
goal, based on the terrain model’s size.

e Reduced force. This technique in-
volves leaders at all levels and is conduct-
ed under conditions and on terrain simi-
lar to the operation. Often mounted, this
rehearsal incorporates radio/digital re-
hearsal and terrain model rehearsal.

e Full-dress. This technique rehearses
the entire operation on similar terrain with
all participants and systems. It requires the
most time and resources, but provides the
most mission detail:

» The company team may rehearse
force-on-force exercises with
platoons or other team elements.

» The company team trains can
portray enemy forces to prompt
action from the platoons or other
team elements.

» The entire team may go against
another task force element.’

Based on time available, the command-
er determines the type and technique for
the rehearsals. Commanders can dictate
several different types and techniques; for
example, the company conducts a com-
bined arms rehearsal on a terrain model

for the overall operation and then moves
to a building mock-up to conduct a full-
dress battle drill to rehearse actions on the
objective portion of the mission.

As a function of initiating movement,
commanders give guidance to start prep-
aration for rehearsals. If a map, sketch, or
terrain board is used, soldiers begin pre-
paring the site and/or products (this same
map, sketch, or terrain board can be used
for presenting the OPORD for the re-
hearsal). Regardless of the rehearsal type,
each must depict terrain, enemy location,
graphic control measures, and be large
enough for all participants to see and use.

Once the commander or platoon leader
completes the plan and determines re-
hearsal types and techniques, the OPORD
is issued (step 7 of TLP). As a part of the
coordinating instructions, the command-
er determines the tasks to be rehearsed
(key tasks in commander’s intent, para-
graph 3, at a minimum) and which types
and techniques will be used. In the time-
line, the commander also establishes when
platoons will issue OPORDs and rehears-
als will be conducted, which provides the
commander, executive officer, or first ser-
geant an opportunity to assess/inspect
OPORD:s. Often, at the National Training
Center, leaders at higher echelon do not
check or inspect the orders and rehears-
als of subordinate leaders; this lack of

“The focus of ‘mission specific’ or ‘non-mission specific’ rehearsals, issued to subordinates in a
WARNO early in the planning process, maximizes the unit's use of available planning time at ech-
elon and directly increases the chance of a better mission outcome.”
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quality control leads to mixed results in
execution.

Immediately following the OPORD, the
commander conducts a confirmation brief
with all participants present and confirms
their understanding of specified and im-
plied tasks, rehearsal guidance, coordinat-
ing instructions, and timeline. Platoon
leaders are then released to continue the
TLP process by first issuing a WARNO
that includes guidance on battle drill/SOP
rehearsal, which sections/squads/teams
can immediately begin. The commander
is back briefed as soon as the platoon lead-
er completes the order. This briefing can
be conducted as a one-on-one rehearsal,
but the commander must intently study
each platoon leader’s plan to ensure it is
nested and, if necessary, adjust plans
based on platoon-level mission analysis
and feedback. The platoon leader then is-
sues an OPORD to the platoon; once com-
plete, the platoon leader conducts a con-
firmation brief with the section/squad
leaders to ensure all tasks are clearly un-
derstood. Section/squad leaders should
then have time to issue the plan to their
subordinates and provide guidance on
mission preparations.

Once platoon-level OPORDs are com-
plete (use the timeline to be certain), the
company conducts a combined arms re-
hearsal. At a minimum, the rehearsal
should be conducted on a terrain model
(or map) large enough for section/squad
leaders to “maneuver” their plans. If nec-
essary, a blowup terrain model can be built
for key events, such as the objective, to
allow greater detail for the rehearsal. This
is not a brief, but a performance; the re-
hearsal’s intent is to provide leaders with
a clear understanding of their positions
and tasks, in time and space, on the bat-
tlefield. Leaders who brief individual por-
tions, one right after the next, deprive the
collective group of the bigger picture and
how the entire operation will unfold dur-
ing execution. When possible, ‘players’
should move themselves, or an icon, on
the map/sketch/terrain board and send re-
ports in appropriate formats. The rehears-
al should address friendly actions, enemy
reactions, and friendly counteractions to
see if the plan addresses the plans and ac-
tions of a thinking enemy. If a full-dress
technique is used, all soldiers wear the ap-
propriate uniform and all kits, such as a
tactical site exploitation kit and building
marking kit, are used as they will be dur-
ing the mission.

Using phased rehearsals at the compa-
ny level is a very effective tactic, tech-
nique, and procedure (TTP). The com-
mander has, at this point, described phas-
es of the operation in the OPORD, which
can be used to sequence rehearsals. Dur-

ing each phase, key tasks associated with
the phase and synchronization to maneu-
ver each element into position to start the
next phase are rehearsed. To the maxi-
mum extent possible, units should maneu-
ver simultaneously to confirm synchro-
nization. Assign an individual, such as the
company intelligence support team officer
in charge (OIC)/NCO in charge (NCOIC),
to play the ‘enemy.’ In this role, the en-
emy sets the enemy situation at the start
of the phase and then ‘reacts’ to friendly
actions. The enemy should first fight the
most likely course of action (COA) and
then rehearse once more against the most
dangerous COA.

The company commander should influ-
ence the rehearsal to expose flaws in the
plan and focus on coordination between
subordinate units. All attachments, en-
ablers, and combined partners should be
present and participate equally. If com-
bined partners are participating, addition-
al time should be allotted for translations
and explanations of varied TTP and na-
tional practices.

Once the company combined arms re-
hearsal is complete, all participants stay
put while the first sergeant and platoon
sergeants conduct a support rehearsal.
While platoon leaders and the company
commander may have limited participa-
tion, they should be present to ensure the
support plan is nested with the operation-
al plan. The first sergeant ensures the
support plan meets the needs of the op-
erational plan and that all platoon ser-
geants are prepared for casualty evacu-
ation (CASEVAC) and recovery opera-
tions. This rehearsal must get into the de-
tails of support; it is not enough to say
“second platoon will provide a vehicle to
assist with CASEVAC.” For example, an
appropriate level of detail is “White 4’s
vehicle will maneuver from the north to
link up via FM, then VS-17 panel with the
first sergeant at CP 3 to assist in CAS-
EVAC.” At this point, the platoon leader
is tracking; he is now without his platoon
sergeant (and vehicle) and will adjust his
posture as necessary.

The fires rehearsal, typically conduct-
ed at battalion level, but also a company-
level combined arms rehearsal require-
ment, is often forgotten or not conducted
to standard. At the battalion fires rehears-
al, all fires discussed during the battalion
combined arms rehearsal will be rehearsed
with shooter and observer. This is a tech-
nical rehearsal during which shooters
mark locations on the terrain model (or
map) and rehearse procedures for ‘no fire
area’ over observers and synchronizing
fires (especially with aircraft), which in-
cludes units outside the priority of fires.
Fires support is the most likely point for

cross-attachment, therefore, the most like-
ly point for SOP and TTP differences. A
technical rehearsal with all participants (at
the lowest level) ensures timely and accu-
rate fires. This technical rehearsal should
be repeated at the company-level com-
bined arms rehearsal, especially to decon-
flict use of radio nets for fire missions or
air-ground integration.

Once company-level rehearsals are com-
plete, the company commander issues a
FRAGO to account for changes to the plan
based on the rehearsal. If a rehearsal is
properly conducted, there will definitely
be changes and refinements to the origi-
nal plan. Platoons then conduct their re-
hearsals while company commanders and
first sergeants supervise to identify ad-
ditional issues, ensure standards are met,
and units are prepared to complete the
mission.

The most effective practice is to rehearse
twice. For example, company command-
ers hold a reduced force rehearsal on a ter-
rain model after all platoon OPORDs are
complete. Adjustments to the plan are
made, as necessary, based on the rehears-
al. The platoons are given time to brief
changes, then a full dress rehearsal is held
until start point (SP) time to rehearse the
newly agreed on plan, which also ensures
SP is executed on time.

If executed properly, rehearsals make up
for shortcomings in any plan. As time is
compressed, rehearsals are often cut first;
however, in actuality, they are the most
vital component of TLP — the one mo-
ment when all elements are collectively
executing the plan with all necessary co-

ordination.

'Headquarters, Department of the Army, U.S. Army Field
Manual 3-90.1, Tank and Mechanized Infantry Company Team,
U.S. Government Printing Office, Washington, December 2002,
para 3-172.

2Ibid.

3Ibid., para 3-173.
“Ibid., para 3-174.
STbid., para 3-175.
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The distinctive unit insignia was originally approved for the 2d Cavairy
Regiment on 16 January 1923. The insignia was amended to change the
six-point star to an eight-point star to conform to the old dragoon star on
28 April 1924.The eight-point star insignia was worn by the dragoons, the
2d Cavalry having been originally formed as the Second Regiment of Dra-
goons in 1836. The palmetto leaf represents the regiment’s first action
against the Seminole Indians in Florida, where the palmetto leaf grows in
abundance. The ‘fleur-de-lis’ is for combat service in France during both
World War | and World War Il. The motto “Toujours Prét” (Always Ready)
expresses the spirit and élan of the regiment.
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