trom battalion throuph corps.  The
combination ot standard vehicles, both
tracked and wheeled, with associated
tents will make it more difficult for the
enemy to distinguish between types of
units  and  cchelons of  connuand.
With the standardization provided by
the SICPS, new electronic systems cun

be incorporated more casily and inter:
connected maore readily regardiess of
the CP configuration selected by a par-
teular unit. Command posts will be
setup or moved faster, operations con-
ducted more efficiently, and unit loads
lightened.

Above all else, SICPS will suppors

acommander’s decision-making proc-
ess on i tast-paced modern battlelield.

Major Kenneth 3. Boyd, when he prepared
this article, was assigned to the Cormbined
Arms Combat Developments Actvity at Forg
Leavenworth.  Hes a 1975 ROTC graduate
of the University of Dclaware and holds o
master’'s degrae from the Naval Postgraduate
School.

ciectronic Signature Eraser

LIEUTENANT COLONEL JAMES E. CAT

The tactical operations center (TOC)
of armored and mechanized infantry
brigades and battalions is a4 mobile
command center that suffers from a
significant disadvantage- -its electronic
signature. A TOC has at its disposal
some of the most sophisticarted radio
communication equipment that can be
assembled in one place--FM radio
nets, a single sideband voice net, AM
radio teletype nets, and a multichan-
nel radio system. This equipment
gives a commander and his staff
instant communication with higher,
lower, and adjacent units and with Air
Force, artillery, engincer, and intelli-
gence sources.

At the same tinwe, however, it also
gives the opposing foree a lucrative tar-
get either to exploit or to destroy, I
steps are not taken to prevent it, the
ruclio direction finding (RDE) equip-
ment of an opposing force should have
little difficulty in locating and dispos-
ing of this target.  (See also “Improv-
ing CP Survivability,”” by Lieutenant

Colonel Jack Silva, INFANTRY,
November-Deceomber 1987, pagpes
23-27)

Our current thinking supgests

several ways of reducing the likelihood
of detection, but each of these has its
drawbacks:

Change frequencies at least every 24
hoars. A TOC has several nets at its
location and the nets change frequen-
cies at o predesignated  time,  For
example, the “A™ net will change from
its frequency while the adjoining 13"
net may be changing to a frequency
close to the one the “*A” net just
vacated.  Under this policy, it won't
take an opposing force long to pin-
point the TOC's location and deter-
mine its size.

Operate radios with low power as
much as possible. A TOC will nor-
mally give up the best communication
conditions in order to achieve the best
cover and concealment.  Unfortunately,
this requirgs the use of higher power
when  transmitting, which also
increases the possibility of detection.

Use directional antennas.  Thisisa
good way 1o clininate a large portion
of an clectronic signature, but not
inany people in a TOC can “cut’” an
accurate antenna, much less position
it. If an antenuna is not fabricated
correctly, it decreases the equipment’s
operating range and may even damage
i, And if an antenna is not posi-
trasied correctly, communication is lost
or, worse vet, it gives the opposing
force prime reception, _ :

Use location and relocation.  The
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best means ot deceiving an opposing
{oree is to choose a location that places
mass between the TOC and the oppos-
ing force’s R unit and then to move
on & regular basis to keep it off
guard,  Again, however, trying to
conceal a TOC often means sacrificing
good communication. [F mass s
placed between the TOC and the
opposing toree, then mass s also
placed between the TOC and the
(roops it is supporting. A relocation
itself involves a tremendous expendi-
ture of man-hours.  Reconnaissance
hits to be conducted o find new loca-
tions, tentage has to be torn down,
cquipment stowed, movements made,
and tentage crected again.  Also, cach
time the TOC is moved the opposing
force has an additional opportunity to
detect it by observing the move, slips
in communication, increases in radio
traffic, and the addition of frequencies
to control convoy movements,
Remoting and retransmitting,
These are certainly helptul ways of get-
ting the electronic signature away from
the TOC, but the necessary equipment
is not always available.  There are
only four AN/GRA-3Y9 remote sets in
a battalion communications platoon,
slightly more at brigacle (depending on
MTOL), and only one retransmission

INFANTRY 13



TRAINING NOTES

unit.  The present trend s to remote
communications away trom the M377
command tracks. In other words, the
TOC moves away from the equipment,
but the electronic target is still there.

Train the operators. Operidor
iraining is etfective if there is time o
train @ff of the TOC operators to he
efficient.  There are numerous
instances, though, in which oniy the
“inexperienced’” are on duty and leng
transmissions of clear 1ext are made,
personal transmissions are made,
improper radio telephone procedures
are used, and traffic is not awthenti-
cated, all of which are luerative targets
for the opposing foree,

There are still other Litdle tricks thai
can hinder an opposing loree, but by
themselves  they  down’t help
much.  There is an etffective way,
however, to incorporate all of the
recommended measures
into a single effective tool---a remote

deterrence
retransmission  trajler.  This trailer
would be o self-contained
guarter-ton to one-and-one-half-ton
trajler with radios, mounts, antennas,
generators, and all the necessary clee-
trical connections.

In the late 1970s, a trial trailer of
such design was tested by the 3d Bat-
talion, 144dth [nfantry, 49th Armored
Division, Texas Army National Guard,
at Fort Hood, Texas. A onc-and-
one-half-ton cargo trailer with only
ntinor modifications was used for the
test-—the trailer bows and tarpaulin
were extended to facilitate casy access

three-

into the trailer, and a support leg was
installed under the rear of the trailer
to steady it during operations.

A table the width of the bed way
placed in the front of the trailer, and
tour FM radios (R7U-524s) were
mounted on it.  Shelves were built
under the table and the receiving sets
of the remote unit (AN/GRA-3Y) were
installed,  These remotes were then
connected to the radios and perma-
nently wired into a junction box
attached outside the front of the
trailer.  The radios were wired into a
terminal box that had a three-way
switch.  The trailer's electrical power
wis supplied by two DO generators
that were transported inside the trailer
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With the
three-way switch, a generator could be
serviced without foss of power to the
vadios. A retransmission c¢able kit
ME-456/GRC was wired in between
iwo of the radios for retransmission

This enabled the trailer
remote  four radios, to

and remaoved for operation.,

capabilities.
cither to

h ‘\ # "
retransiig, or to use a combination ot

remolting and retransmitting.

The trailer’s lighting was supplicd by
a light set that atlowed blackout con-
ditions during night operations. The
trailer also carried a wire reeling
machine (RI.-31) and five recls
(R1.-159-10) of specially prepared
W11 wire. .

The antennas, with matching units,
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were installed on cach of the four
corners ot the (raiter on brackets that
permitted the RC-292 pole to be used
with the whip or the omni-directional
RC-292 antenna---by using the 292
pole and co-axial cable, the antenna
could be raised or lowered as the situ-
ation dictated,

The tratler  was
deployved by the

and
comuunication

operated

platoon in the following manner:

The TOC provided its own conunu
nicaticn during a displacement. The
communication trailer (raveled with
the jump TOC, being pulled by what-
ever equipment  was  available--
normallv an M377 in the communica-
tons plaroon. When the TOC loca-
reached, the battalion
wircmen recled off the specially pre-
pared WI-1 wire (which had been tied
together and tagped for identification)
{rom the TOC (located in good cover
and concealment, normally a low
wooded area) to a good communici-
tion location, normally one mile to
one-and-one-half miles away. They
then connected the wire to the junction
box. All the radios were made oper-
ational, and frequencies were moni-
tored while the TOC was still moving
to the new location. Ay the TOC
woved into position, the wirenien tied
the wire to the sending portion of the
remotes already instalied in the MS77
tracks.  As soon as the trailer was
operational, the TOC ceased transimit-
ting and remoted to the trailer, thus
moving the electronic signanure away
from the TOC.

The traler could be moved at ran-
dom with little down time, and this
would create havoe with any opposing
force RDE unit trying to pinpoint the
TOCs location.  The trailer was also
used for various other reguirements
such as range operations, retransmis-
sion sites, and relay stations.

If each battalion or brigade TOC
had three of these trailers pulled by the
TOCs vehicles, each mounting at least
Four radios, it could operate more effi-
ciently.  When set up, the radio-
equipped trailers could provide the
TOCs communications and leave it
free from signal detection. Instead of
tearing down ane moving the TOC

[1en wds



eyery fow hours, the TANSINISS IO sinzied in the most advantageous  there wounld be insrant conununication

would simply change from one trailer location  for communications, the  between the tratler and the TOC,
(o another and then the trader would ridio coubd be operated on low power, The use of these communication
be moved. and with mass between 0 and the  tradlers weondd more than offset the cost
With the addition of the trailers, the  opposing foree’s RDE, the signal  of plactng themin the inventory.  The
established solutions to electronic sig- would be blocked.  Onlv theantenna saving in man-hours now required (o
partre detection could be reconsiderads that needed o be oxposed o the front move o battalion or brigade TOC
Changing frequencies, £ frequen-  lines would be ratsed to 2 height that would pay for the teatler and its equip-
cies were chaneed at the same time could be detecred, ment. Inoaddition, the unit would
fransmissions were switched frrom one Directional antennas.  Uhe trailer save the cost of replacing the men and

(railer o another, the operntor of an would be manned by personnel o the cquipmient hi could be destroyud
opposing toree RDE station wounld be  communications platoon who would — because of the electronic signature
very contused.  Not only would he have the tradning and experience o emitied by today™s 1O

lose the trequencey, he would also lose tabricate and instail fhese aniennas,

the Jocation and have (o tind both the thereby  assuring o continuous  Lieutenant Colunel James B, Cates 15 o 5y

e . . i nal ntficnr with g mokalization assigomeaent in
swooperating requency and the nes operation, ) . A . .
e opete > I ! . ’ ! ) W officr ai the Assistant Cel of Stath,

locitivei. This mitght mean hie would Operator training.  Having ment 400 Aummation and Commumcation i e
have 1o relocate to get iy trianguia- bers of the conumunications platoon on - Pentagan, Heis attached for raming to the
. P . 716 N

Hon: by the fme he cowld set up, shilt i the trailer would add another 79t Mancuver J;\” a Command in ”U“‘

. . . . tar. b |Hr VLGN LGS G OGO ,t N

though, the signal could be moved Swarch dog” to monjtor the ralfic S eanen sleetoncs officer i the 49th

again. being sent. With the butlt-in telee Ammored Division, Texas Ay National
. X ) AN
Using tow power.  Witl the trailer phone hook-up i the AN/GRA-3Y, L

Pe mctCr sccunty is v1tal to all umta

"given, one member of 4 two-man security team advances
“with his weapon pointed at the challenged individual while .

-,'thc other remains concealed with his weapon also aimed
at.that mdmdudl Only after a face-to-face confirma-
“tion“of the pcrson s identity or mission should he ‘be
allowed to pass. . Because a hand signal is visible and can
be Lompromiscd, and because comununication is limited,
lhc face-to-face confrontation must take place.

Te The cxact placement of M9 detector paper on MOPP
_gear can-in itself become an identifiable marking and
~should be used as such.  This methad, too, should be

“ué’cd carefu]ly‘, ‘because it can also be compromised.

““Thé use of hand signals and the exact placement of the
: M9 chcm:cal detection paper can be Lhangcd at thc con-
mander’s discretion.

: We un'dérSta'nd

géar ca vif

tually walk in: and cIu;tmy f riendly pcrson- ‘

) catc whlte wﬁrmg the protective mask, all personnel must

be halted ‘on sight, and the initial challenge shiould take The goal of developing an cf fective perimeter secur 1ty
“the: form of a hand c.:qrml wluch carn hc chanbgd systcm in a chemical environment is to protect a unit's

o pcrlodtcally : : ssoldiers, equipment, and morale,
clnie When thn ordcr “Advancc t(} be 1ccognucd"-' S

(Submitted by Liewtenant Rirchie W, Marty, Texas Army National Guard, San Antonio, Texas.)
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