MEMORANDUM FOR
ATZB-IMP (DOIM)





19 August 2002
FROM:
ESC/ACW


Weather Program Office


50 Griffiss Street


 Hanscom AFB, MA 01731-1625



SUBJECT:
Project Support Agreement (PSA) for installation of the New Tactical Forecast System (N-TFSv3) upgrade for FT BENNING Lawson AAF Georgia, Project Number NTFS-026-0302a. Suspense for PSA acknowledgement, within seven (7) days of PSA date.

1. Purpose: The purpose of this PSA is to provide instructions for site preparation for the installation of the N-TFSv3 upgrade at your location. Specifically, we need the project monitoring, on-site feedback, and management expertise of your office to ensure the overall success of the effort. This upgrade consists of N-TFS v3 software and hardware changes. It is imperative all action items are completed prior to the start of installation.

2. Program Information: This project is contractor installed and maintained.


a. Project Designator: N-TFSv3 upgrade.


b. The Air Force Chief of Staff directed the reengineering of Air Force Weather support to its customers. This effort has resulted in the stand up of several theater weather hub facilities and Operational Weather Squadrons (OWS) that support numerous Combat Weather Teams (CWT) within their area of responsibility (AOR).  The program supporting the CWT units includes a hardware and applications/systems software suite. This part of that initiative consists of updating hardware and adding new software functionality, to manage weather products sent by the OWS units via the Very Small Aperture Terminals (VSAT), Tactical VSAT, SIPRNET (if applicable) and NIPRNET communication paths to the N-TFSv3 at the CWT, or other locations.

c. Authority: Reengineering Actions for Air Force Weather Program Management Directive (PMD) 2326(5)/PE0305111F for the Air Force Weather Weapon System (AFWWS) Program, 3 Jan 01.

3. Siting and Project Implementation Data: Attachment 1 provides the siting and project installation data.

4. Civil Engineering Support Requirements: None required.

5. C4 Systems Support Requirements: Attachment 2 identifies the support requirements to be provided by the host/supporting Base C2 systems activity.

6. Equipment Location/Upgrade Status: Attachment 3 identifies the existing N-TFSv3 equipment installed on the base and adjacent locations, as described in the Base Master Listing (BML), published and maintained by AFWA/XPS. Attachment 3 also contains the equipment status upon completion of the upgrade. In cases where there is a continued requirement for weather data at the former Flight Control Facility Functional Area locations and where the base/post cannot provide a LAN drop, an alternate path must be devised. ESC/ACW will assist with determining the best solution, but it will be the local base’s/post’s responsibility to fund and execute any Software (except as otherwise stated within this PSA), Hardware and comm.-related solution, including working network security requirements. Since each base/post situation will be unique, no one solution will “fit all”. Prior to contacting ESC/ACW, the local base/post should investigate the various options they have available, that will permit operation of the remote client back to the appropriate Base/Post LAN (and then onto the base/post) server (N-TFS V3 or LWNS). The base/post investigation must include the communications media that is/will be available.

7. Implementation Schedule Dates:

a. The actual installation dates for this upgrade will be published and disseminated by ESC/ACW on a weekly basis to the MAJCOMS. This information will also be posted on the ESC/ACW home page (URL: https://bmc3.hanscom.af.mil). Once you have entered the Web site, if you do not have an active account, you must complete and submit a registration form. When completing this form, request weather programs only (AFWWS) or your request processing time could be significant or not approved at all. If you have log in authorization, select “Private Page” enter login name and password and select “AFWWS” N-TFS schedule is located on this site.


b. The anticipated allied support completion date (ASCD) for this project is 30 days prior to the date scheduled for your site. The host SC office will coordinate the ASCD for support covered in attachment 2. Concurrence with the support identified in the PSA should not be delayed based on the ASCD. PSA concurrence is based on the capability of the host installation to support requirements identified in attachment 2, not when the support requirements can be completed. If the projected ASCD cannot be met, the SC office must notify ESC/ACW immediately via telephone or email message.


c. Turnover and/or acceptance by the site is not required for this installation. No turnover documentation (DD-250, AF-1261, etc.) will be provided with this upgrade. N-TFS V3 client and AOS software CDs, if applicable, will be provided to the site and the N-TFS V3 System Manager who will inform the AFWA Help Desk upon completion of the upgrade.

8. Funding: No allied support funding for this project is available. The host base must provide the specified IP LAN drops. If the LAN drops are not provided, the local weather unit will not be able to provide weather support to some customers, resulting in potential safety of flight concerns.

9. PSA Processing: 

a. Please contact Mr. Lyle Swanson, ESC/ACW (EDSI), Phone & Fax: DSN 478-1186-12895, CP (781) 271-2895, FAX 2882 or e-mail Hubert.Swanson@Hanscom.af.mil within one week of receipt of this PSA, and include Mr. John Vogel HQ AFWA/XPS (SAIC), DSN 426-4855, CP (703) 696-4855, FAX 3682 or email John.Vogel@pentagon.af.mil in any correspondence regarding this PSA. Based upon installation schedule requirements, approximately 30 calendar days have been allocated for your processing of this PSA. If the schedule cannot be met, request you provide this office and all distribution addressees the following:



(1) PSA identification.



(2) Reason(s) for delay.

Note that engineering action cannot be finalized until your concurrence with the PSA has been returned to this office. Any delay at this time can incur a delay in installation of your programmed facility and could result in contractual penalties for the Government.


b. Concurrence with the PSA will be by Email and contain the following:



(1) Concurrence with the equipment and facility siting, supporting requirements, service(s), and ASC date.



(2) Verification/validation of the impacted equipment as listed in Attachment 3.



(3) POC name, telephone number and email address of the SC representative assigned to this project.


c. All correspondence regarding this project should be sent to ESC/ACW, with information copies to AFWA/XPS.

10. Distribution: This is being distributed via e-mail only, if you require a signed copy please contact ESC/ACW.

Signature on file








Elaine Kaplan, GS-12








Project Manager for N-TFS








BMC3 SPO Weather Programs

3 Attachments:

1. Siting and Project Implementation Data

2. C2 Systems Support Requirements

3. Equipment Location/Upgrade Status

cc: 

	17 ASOS, C Flight
	HQ ACC/DOWX
	28 OWS/DO

	HQ AFWA/XPS
	HQ ACC/SCCS


SITING AND PROJECT IMPLEMENTATION DATA

New Tactical Forecast System (NTFS3) Upgrade

Project NTFS-026-0402a

FT BENNING Lawson AAF Georgia
1. SITING DATA: The location for equipment being replaced or upgraded is identified in Attachment 3. If any changes are required to this list, they should be submitted to the local weather units MAJCOM representative, with information copies to ESC/ACW.


a. There is no furniture provided with this project.


b. Since this upgrade is a direct replacement for equipment or modification of existing equipment already at the site, no further siting information is required.

2. RELATED FACTORS: Electromagnetic Compatibility (EMC) and Electromagnetic Radiation Hazards (EMRH). EMC: All equipment is designed to meet the emission and susceptibility requirements of MIL STD-461B. EMRH: There will be no hazard to personnel, POL or EEDS from this project. The electromagnetic field strength/power density will not exceed the permissible levels specified in AFOSH STD 161-9 (personnel), AFI 91-201(EED), and STD 127-38 (POL).

3. PHYSICAL CONDITIONS: Mechanical:


a. Operating parameters of the equipment to be installed are: Temperature from 10 to 40 degrees C, Humidity from 20 to 80 % (non-condensing), and Pressure from Sea level to 8000 ft.


b. Equipment power and heat dissipation: This equipment is a replacement for equipment already in use and there are no significant changes in these parameters. Power required is that which is in place now for existing equipment. No special lighting is required.


c. Receptacles: This equipment is a replacement for equipment already in use and there are no significant changes in these parameters. Indoor AC outlets should be duplex, locally approved outlets.


d. Grounding Protection: All equipment will be grounded through the ground wire of the 3-wire AC connection.


e. Floor Space: This equipment is a replacement for equipment already in use and there are no significant changes in these parameters. No further information is required.

4. Communications Requirements: 

a. N-TFS Server Requirements

1. Access to port 9002 (both incoming and outgoing traffic) for PPC (Product Preparation Capability).  The N-TFS Server receives Weather Forecasts, Warnings, Watches and Advisory messages from an Operational Weather Squadron (OWS) using the proprietary N-TFS PPC protocol (uses TCP/IP). The N-TFS Server requires true IP addresses to be passed from one system to the other.  If required this transfer can be passed through a base router at the CWT base perimeter provided the N-TFS server receives the same I.P. address each time from the router.  If a router is required this process will require close coordination with the local Base Network Control Center (BNCC).  The N-TFS Server can support several simultaneous PPC sessions.

2. Access to ports 20 and 21 for FTP (File Transfer Protocol). The N-TFS uses FTP for 2-way transfer of weather data products between OWSs, and Combat Weather Teams. Again, if required this transfer can be passed through a base router.  The N-TFS server can support several simultaneous FTP sessions.

3. Access to HTTP ports (80 or 82 as an example). The OWS N-TFS will use this capability primarily in a back-up role should PPC communication fail. The OWS will log into the CWT server (from a client) and issue the Forecast, Weather Warning, Watch or Advisory. Concurrently, the CWT may use this capability to log into the OWS N-TFS server to issue weather observations and retrieve operational data should their N-TFS server fail. Again, if required this transfer can be passed through a base proxy server or router

4. Access to port 443. The N-TFS can use Hypertext Transfer Protocol over Secure Socket Layer (HTTPS) between the OWSs and base/post N-TFS servers in the same manner as HTTP once the necessary PKI certificates have been obtained.

5. Access to port 22. This is needed to allow the prime contractor (General Dynamics) and the AFWA Help Desk access to the N-TFS server for performing remote diagnostic and maintenance services. Secure Shell (SSH) is the protocol used for this activity.

b. Local Weather Network System (LWNS) Requirements

1. LWNS/Air Traffic Control (ATC) function is a local client server capability that will receive Weather Forecasts, Warnings, Watches and Advisory messages generated from the OWS N-TFS server through the CWT N-TFS server to each LWNS/ATC installed on the base/post. Additionally, the LWNS/ATC will receive weather observations and advisories from the CWT N-TFS server. ATC functions can also subscribe to graphic weather data (e.g., radar, satellite, etc) and near-real-time wind sensor data from the CWT N-TFS server. Each LWNS/ATC will require a base/post LAN connection which can use Dynamic Host Configuration Protocol  (DHCP) I.P. address. The installing contractor will upgrade LWNS/ATC clients.  These clients will require access to an RJ-45 LAN drop within 6 feet of the current CPU location. All LWNS/ATCs will receive a new monitor, upgraded hand-held keypad, video cable and a PS2 mouse. LWNS/ATC displays remotely connected up to 100 feet from the CPU will be connected by the appropriate video and PS2 cabling by the installing contractor.

2. LWNS/Local Operations Client (LOC) will receive the same types of products as the LWNS/ATC.  The individual CWT System Administrator will accomplish this upgrade by delivering a software package to all necessary agencies (e.g., Base Operations, Command Post, Fire Department, Security Police, etc) that they will load on a PC of their choice. Each LWNS/LOC will require a base/post LAN connection which can use Dynamic Host Configuration Protocol  (DHCP) I.P. address. An account will be established on the N-TFS server for each agency requiring an LWNS/LOC and login/password provided to access weather data.

5. Legacy FCF/FO Functional Areas. The FCF/FO functional area will no longer be supported under N-TFS V3. If a requirement for continued weather support is required at the former FCF/FO location, then a copy of the Local Weather Network Service (LWNS)/Local Operations Client (LOC) software can be provided to the customer for installation onto a user provided, network connected PC. Installation of client software will require the assistance of the N-TFS V3 System Manager and the local System Administrator. The N-TFS V3 installer is not contracted to assist with client configuration or maintenance.

6. Certification and Accreditation: The Interim C&A package has been sent to the Force Deployment Evaluation (FDE) participating MAJCOMs. The full Type Accreditation package will be sent to all MAJCOMs once the Certificate of Networthiness (CON) is issued by AFCA. It is your responsibility to process this package in an expedient manner. If there are any questions concerning local ATO processing and MAJCOM CTO status, contact your MAJCOM C&A POC. Any questions on content of the C&A documents should be referred to Mr. Glenn Reigelman, Weather System C&A Security Engineer (Titan). Mr. Reigelman can be reached at DSN 478-1186 ext 17127, commercially (781) 271-7127, or email at Glenn.Reigelman@hanscom.af.mil.
7. Equipment Disposition: All equipment being replaced or decommissioned will be disposed of by local base/post processing. The necessary documentation and delivery of such equipment to the local DRMO is the responsibility of the using activity. It is expected that all legacy FCF/FO(s) in their entirety, as well as, the FCF/ATC monitors, Comm. Data Manager (CD/M) and SPARC servers will be removed and/or replaced during the upgrade and will require disposition.

ATTACHMENT 2

C4 Systems Support Requirements

	ACTION
	OPR
	Suspense

	Review this PSA and provide concurrence to ESC/ACW.
	DOIM


	NLT

30 calendar days from the date of this PSA



	Dispose of replaced/removed equipment IAW local salvage directives.


	17 ASOS, C Flight

	After installation

	Re-validate the equipment requirements by location and quantity as depicted in the Base Master Listing (BML). 


	17 ASOS, C Flight

	NLT

30 calendar days from the date of this PSA

	Provide IP Address assignments to the installing contractor.


	DOIM


	Prior to the start of installation




Equipment Location/Upgrade Status

Site 026, 17 ASOS, C Flight, FT BENNING Lawson AAF Georgia
	Equipment
	Location
	Upgrade Status (by contractor)
	IP Address 

Required

	C/DM
	Airfield Weather Station (Bldg 2485, Room 110C)
	None. This device will be removed from the system.
	No

	MP/AMIS Server
	Airfield Weather Station (Bldg 2485, Room 110C)
	New hardware and operating system with LWNS server software.
	Current

	NTFS-D-1H
	Airfield Weather Station (Bldg 2485, Room 110)
	Software upgrade
	Current

	NTFS-D-2H
	Airfield Weather Station (Bldg 2485, Room 110C)
	Software upgrade
	Current

	NTFS-D-2H
	Airfield Weather Station (Bldg 2485, Room 110C)
	Software upgrade
	Current

	NETWORK PRINTER
	Airfield Weather Station (Bldg 2485, Room 110C)
	No changes
	Current

	PRINTER
	Airfield Weather Station (Bldg 2485, Room 110C)
	No changes
	Current

	VSAT DISH
	2.44 m Pole Mount (North of Bldg 2485)
	No changes
	No

	VSAT VCH
	Airfield Weather Station (Bldg 2485, Room 110C)
	No changes
	Current

	VSAT DIU
	Airfield Weather Station (Bldg 2485, Room 110C)
	No changes
	No

	AOS DAU
	Airfield Weather Station (Bldg 2485, Room 110C)
	Software upgrade
	Current

	FCF/ATC
	Control Tower (Bldg 302, 5th Floor)
	Monitor and Keypad replaced. Mouse added to system. LAN connection required.
	Yes

	FCF/ATC
	Control Tower (Bldg 302, Cab)
	Monitor and Keypad replaced. Mouse added to system. LAN connection required.
	Yes

	**********************
	***********************************************
	Please note items listed below are NOT supported or Upgraded
	**********

	FCF/FO
	11th Infantry Rgt (Bldg 75, S-2 Office)
	None-this item is not supported and not upgraded
	No

	FCF/FO
	1st Bn 507th Jump Branch (Bldg 2749, Room 206)
	None-this item is not supported and not upgraded
	No

	FCF/FO
	3rd Bn 75th Ranger Rgt (Bldg 2839, Room 114)
	None-this item is not supported and not upgraded
	No

	FCF/FO
	498 AVN Co (Bldg 2489, Room 1)
	None-this item is not supported and not upgraded
	No

	FCF/FO
	Airfield Operations (Bldg 2485, Room 115)
	None-this item is not supported and not upgraded
	No

	FCF/FO
	Airfield Weather Station (Bldg 2485, Room 110C)
	None-this item is not supported and not upgraded
	No

	FCF/FO
	DCA (Bldg 241, Room 105)
	None-this item is not supported and not upgraded
	No

	FCF/FO
	Directorate, Threat and Security (Bldg 4, Room 542)
	None-this item is not supported and not upgraded
	No

	FCF/FO
	Emergency Operations Center (Bldg 4, Room W87)
	None-this item is not supported and not upgraded
	No

	FCF/FO
	Infantry Training Brigade (Bldg 3245, E Bay)
	None-this item is not supported and not upgraded
	No

	FCF/FO
	MEDDAC (Bldg 9205, Room 106B)
	None-this item is not supported and not upgraded
	No

	FCF/FO
	MP/AMIS Server A (Bldg 215, Comm. Room)
	None-this item is not supported and not upgraded
	No

	FCF/FO
	Range Control (Bldg 2903, Radio Room)
	None-this item is not supported and not upgraded
	No

	FCF/FO
	Rotary Wing Branch (Bldg 301, Room 110)
	None-this item is not supported and not upgraded
	No

	FCF/FO
	School of the Americas (Bldg 35, Room 317)
	None-this item is not supported and not upgraded
	No

	FCF/FO
	SDO Command Post (Bldg 4, Room 111)
	None-this item is not supported and not upgraded
	No

	FCF/FO
	Shop QC Section 102 (Bldg 2446)
	None-this item is not supported and not upgraded
	No



